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1. | ntroduction

This document represents the deliverable DLV.8.6.1.2.2 “ITSM DLV 8.6.1.2.2 - External
Processes”  identified in  Specific Contract 06 to Framework  Contract
TAXUD/2007/CC/C088, Work Package WP.8.6.1 ICT Infrastructure Management - Design
and Planning.

This document supersedes the External Processes deliverable produced for Specific Contract
04 [R16].

1.1  Purpose

ITSM is working co-operatively with a number of externa parties (also referred to as
contractors or service providers) to deliver the end-to-end service to the DG Taxation and
Customs Union (DG TAXUD). ITSM is dependent upon activities, services and information
provided by external parties. As each provider in the delivery chain has its own processes
and procedures supported by their own toolset, a number of interfaces are required to
support the collaboration, communication and coordination (such as assigning incidents to
each other, share data/documentation and coordinate change requests).

To support the collaboration and orchestration in a multi-vendor environment, guidelines
and reference points (technical, procedural, organisational) are needed. These reference
points are called Service Provider Interfaces (SPI).

This document addresses the SPIs between the ITSM contractor and other external parties
for which ITSM is dependent upon for the delivery of IT services to DG Taxation and
Customs Union.

A number of the identified interfaces and related external procedures are currently not fully
formalised and must be worked out more in detail. Often these interfaces have been put in
place rather reactively, in response to daily operation needs, instead of in a proactive and
structured way. This document therefore also identifies some recommendations and
additional interfaces to be implemented. The actual improvement of these procedures will be
addressed by the CSl process.

1.2 Document structure

The external processes and procedures document contains the following chapters briefly
described below.

Chapter 1 gives information about the document characteristics such as purpose, structure,
scope, maintenance and dependencies.

Chapter 2 and 3 list the related documentation and data sources, as well as the abbreviations
and acronyms used in this document.

Chapter 4 provides an overview of the interfaces between the ITSM processes (in scope of
the Framework Quality Plan, FQP) and processes executed by external parties. These
interfaces are identified and described per ITSM process.
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Chapter 5 deals with the transactional interfaces involved in coordinating the day-to-day
activities between involved providers. These interfaces initiate tasks to be executed by
another party monitored through service level metrics.

Chapter 6 deals with the procedures required to collect the information/data, knowledge and
documents needed to perform ITSM processes and complete specific ITSM deliverables.
Providers need to publish service management data to enable the ITSM organisation to
create and maintain specific ITSM deliverables (such as the Capacity Plan).

Chapter 7 deals with the specific alerts and notifications (communication) which are
required to inform the involved parties of specific events.

Chapter 8 covers the procedures for the interactions related to quality management with the
QC Contractor (QA/QC).

Chapter 9 describes the findings (related to the current implementation of these external
process interfaces) and identified recommendations for improvements. This chapter also
covers the additional external procedures to be implemented (proposed interfaces).

Annex A covers the requirements for the shared contact list (which needs to be maintained
by each of the involved parties). The contact list should provide the details of the persons
and groups responsible for specific tasks (based upon standard ITSM roles).The actua
contact list is not maintained in this document? but a reference to the list is available in the
Annex A — Contact List.

Annex B describes the type of forms (or templates) that are required for the transactional
interfaces.

Annex C covers the general escalation procedures.

1.3 Field of Application

This document covers the ITSM external processes and procedures definition and
description, addressing all business threads. With the aim of harmonisation and
simplification in mind, the detailed examination of the required touch points with the
external parties, revealed that there was no need to propose different procedures per
individual business threads currently in scope.

This document describes the interfaces related to the ITSM processes orchestrating and/or
initiating 1T service management activities of other service providers in the Commission
Domain.

This document also captures the interfaces with external parties that ITSM requires and/or is
dependent upon for meeting the service agreements with DG Taxation and Customs Union.
ITSM for example needs to be involved during development by X-DEV to ensure the
services can meet the SLA requirements in production.

This document however does not cover what external parties may require from ITSM as
these services are defined in the PQP, FQP and underlying service catalogue.

1 The contact list is modified too often to be published as part of this deliverable.
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A large amount of procedures related to the collaboration between external parties are
aready defined in the PQP, FQP and CQP. In these cases, only a reference is made to these
procedures to prevent the duplication and/or overlap between these documents.

The following (external) parties are in scope of this document:

Description External party
Operations and support parties DIGIT/DC
(involved in the day-to-day

delivery of the end-to-end CCNITC
services) NA Operations
Development parties (including | X-DEV including:
corrective maintenance and e CUST-DEV?2
technical support for application | 4 FTS.DEV22
issues)

QA Contractor

Quality management (QA/QC)

Table 1-1: External parties

Interfaces between ITSM and the parties listed in the above table that are managed and
coordinated by other parties than ITSM are not in scope. This document thus only coversthe
direct touch points between ITSM and the external parties. Interactions with external parties
that must be communicated through DG Taxation and Customs Union are defined in the
FQP.

Interfaces with other parties such as the customer/user community are also not in scope of
this document (as these are also defined in the FQP).

This document does not define the functional and technical design specifications of the
interfaces (for example to exchange incident tickets between service management tools).

Where applicable, interface templates (standard documents to be used) are to be developed
asintegral part of the actual implementation of these external interfaces. These templates are
to be maintained in a shared document management system accessible through a Web-
interface.

1.4  Document maintenance
The external process mode might require a periodical revision (evolutive version of the

External Processes Model DLV.8.6.1.2.2). The actual revisions to be undertaken by the
ITSM contractor will be specified in the relevant Specific Contracts or RfAs.

1.5 Dependencies

The actual implementation of the service provider interfaces (and related external processes
and procedures) requires the establishment of formal agreements between parties, for which

2 The activities of EMCS-DEV and FITS-DEV were recently handed over to FITS-DEV2.
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DG Taxation and Customs Union is responsible to ensure that the involved parties adhere to

the defined procedures.

e The technical implementation of these external interfaces is part of WP.7 (Application
development for ITSM tooling). This work package can cover detailed analysis of the
requirements to implement these interfaces, development of the forms, and

implementation.
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2. Refer ence and Applicable Documents

This chapter presents two lists of relevant documents. They are divided into applicable and

reference documents.

2.1 Refer ence Documents

Id Reference Title Version

R1 FQP Framework Quality Plan 1.04

R2 TCE-PQP-MD TCP Quality Plan 6.04

R3 CUSTOMS-PQP Customs Quality Plan 1.31

R4 ECP-PQP001 ECP Quality Plan 1.07

R5 TCE-PQP-MD TCP Quality Plan 6.04

R6 TMP-GDL-DEA TEMPO Dedliverables Acceptance | 0.18

Guide

R7 TMP-TEC-QA TEMPO Quality Assurance 1.10

R8 TMP-TEC-QC TEMPO Quality Control 1.10

R9 ITSIFQP-SCO1- Internal Procedure for QA-QC 1.00
Annex 6

R10 ITSIFQP-SCO1- Internal procedure for Escalation 1.00
Annex 8

R11 TMP-TEC-DCR TEMPO Document Review 1.13

Technique

R12 ITSM-1P023- Document review (internal 0.01
Document-Review procedure)

R13 ITSIFQP-SCO1- Internal Procedure for Internal 1.00
Annex 7 Audit (appendix to FQP).

R14 ITSM-1P181- Internal procedure for Application | 0.01
Application M anagement
Management

R15 ITSIRPT-EPP-001- External processes and procedures | 1.00
DLV86121- (delivered as part of Specific
External Processes Contract 02).

R16 ITS IRPT-EPP-002- External processes and procedures | 1.00
DLV86121- (delivered as part of Specific
External Processes Contract 04).

R17 ITSIFQP-SC04- Conformance Testing 1.04
Annex 23

R18 ITS-IFQP-SC04- CsIP 1.09
Annex 27

Table 2-1: Reference documents
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2.2  Applicable Documents

An applicable document is a document of which the content is binding for the contractor in
the context of this document.

Id Reference Title Version
Al ITSIFQP-SCO01- Hosted Infrastructure OLA 1.00
Annex11-H-1 OLA between XXX and DG Taxation
and Customs Union.
A2 TAXUD ITSM - ITSM Terms of Reference 1.00-EN
TERMS OF
REFERENCE
A3 TAXUD ITSM - Technical Annex to the Mode 1.00-EN

TECHNICAL ANNEX | Framework Contract of ITT
TAXUD/2006/A0-007

A4 ITSIFQP-SCO1- Contractual OLA ITSM between 1.00
Annex10-Contractual DG TAXATION AND CUSTOMS
OLA UNION and XXX

A5 Terms of collaboration | SPECIFICATIONS FOR 1.06 - EN
—Annex | IMPLEMENTING

AVAILABILITY AND
CONTINUITY IN NCTS

A6 CQP Contract Quality Plan for SC04 1.00
A7 Framework Contract Framework Contract 1.00
TAXUD/2007/CC/088
A8 ITSIFQP-SC04 Contractual OLA SC04 between 1.00
Annex 5 DG TAXATION AND CUSTOMS
UNION and XXX
A9 ITSIFQP-SC04 Hosted Infrastructure OLA 1.00
Annex 6 between XXX and DG Taxation
and Customs Union
A10 | TAXUD/2007/DE/117 | Specific Contract 02 N/A
A1l | TAXUD/2007/CC/088 | Specific Contract 04 N/A
Al2 | Ares(2009)116230 Trigger, Evolutive version one-offs | N/A
SC0o4

Table 2-2: Applicable documents
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3. Terminology

3.1 Abbreviationsand Acronyms

A list of the principal abbreviations and acronyms used is provided here for a better
understanding of this document.

Abbreviation / | Description

Acronym

AMDB Availability Management Database

ACF Application Configuration Form

ATS Acceptance Test Specification

BMM Bilateral Monthly Meeting

Cl Configuration Item

CIRCA Communication and Information Resource Centre Administrator
CMDB Configuration Management Database

CPT Central Project Team

CQP Contract Quality Plan

CSIP Continuous Service Improvement Programme
CT Conformance Test(ing)

CTO Conformance Testing Organisation

CTTT Conformance Testing Time Table

CTCS Conformance Testing Configuration Sheet
CUST-DEV2 | Development contractor for customs systems
DOR Delivery Qualification Report

DG Directorate General

DGDIGIT Directorate General for Informatics

DG TAXUD Directorate General Taxation and Customs Union
DIGIT/DC Data Centre of the European Commission
DLV Deliverable

DSL Definitive Software Library

DTM Deliverables Tracking Matrix

EMCS Excise Movement and Control System
EMCS-DEV Development contractor for excise systems
EP External Procedure
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Abbreviation / | Description

Acronym

FITSDEV Development contractor for Fiscalis systems

FITSDEV2 Contractor to whom EMCS-DEV and FITS-DEV activities were
handed over

FQP Framework Quality Plan

FSC Forward Schedule of Changes

ID Identifier

IPR Installation Procedure

ISHS Information System Hosting Services

ITSCM Information Technology Service Continuity Management

ITSM Information Technology Service Management

MPR Monthly Progress Report

MSR Monthly Service Report

N/A Non applicable

NA National Administration

NCTS New Computerised Transit System (e-Customs)

NPP National Project Plan

ODL Operational Documentation Library

OLA Operational Level Agreement

PQP Program Quality Plan

PSAT Pre Site Acceptance Test

PSP Project Support Platform

QA Quality Assurance

QC Quality Control

RfA Request for Action

RfC Request for Change

RfE Request for Estimate

SAT Site Acceptance Test

SC Specific Contract

TIR Test Incident Record

TOR Terms of Reference

SLA Service Level Agreement

SMT Service Management Tools

SOA Service Outage Analysis

SPI Service Provider Interface
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Abbreviation / | Description

Acronym

SPOC Single Point of Contact

TEMPO Taxud Electronic Management of Projects On-line

TIR Test Incident Report

ToC Terms of Collaboration

VIES VAT Information Exchange System

WP Work Package

X-DEV Development contractors (CUST-DEV 2, FITS-DEV?2)

Table 3-1: Abbreviations and acronyms

3.2 Déefinitions

Term Definition

External Definition of activities and tasks to support the collaboration and

processesand | communication with external parties, which supports one or more

procedures Service Provider Interfaces.

Service Interfaces or touch points (process and organisational interfaces)

Provider between ITSM and other involved external parties for which ITSM

Interfaces depends upon. Service Provider Interfaces help to coordinate end-
to-end management of IT Services.

Table 3-2: List of definitions
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4, Overview of involved parties and interfaces

4.1 Involved External Parties

This chapter provides an overview of the involved external parties related to ITSM, which
are in scope of this document.

- Termsof._
Collaboration - O NA:[.
DG TAXUD e

(\

\p

WD DIGIT/DC
ITS /

OLAs ’f\ \

1

o
) CCN/TC
In Scope 3rd \/
Party support X-DEV
Out of scope & Su ppliers

Figure 4-1: Collaboration with external parties

The collaboration between the depicted providers should be covered by contractual
agreements (see chapter 4.2). It isimportant to note that not all these contracts are currently
in place, see also chapter 9 (recommendations).

The involved parties and their role are shortly described below:

X-DEV/(Devel opment)

The development contractors commonly referred to in the following as X-DEV are:
e CUST-DEVZ;
e FITSDEV2

These development parties are for example involved in problem management activities (e.g.
application bug fixing).

CCN/TC (service provider)
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The CCN/TC contractor provides CCN/CSI service management (service delivery and
support, ICT Infrastructure Management, operations management and security management)
including its Service Desk for the NAs and the contractors of DG Taxation and Customs
Union and its application devel opment.

DIGIT/DC (service provider)

The Data Centre of the Commission (DIGIT/DC) placed under the responsibility of DG
DIGIT (IT General Directorate of the Commission), hosts part of the DG Taxation and
Customs Union information systems. The ITSM contractor hasto interact with DIGIT/DC.

NAs Operation Teams (and National Service Desk) (service provider)

For each trans-European system, the NAs (National Administrations) have national project
and operation teams, responsible for the deployment and operation of the national
components (national Configuration Items including national applications) of these systems.
Such national teams exist per system or per group of systems e.g. for EMCS, NCTS, VIES,
CCN and tariff applications.

The national project and operation teams use the IT services provided by DG Taxation and
Customs Union to deliver, in turn, their IT services to their national users, peers in other
NAs and to the trade community. Only arestricted set of usersin the NAs have access to the
ITSM Service Desk, which acts asan ™ line support for the national Service Desks.

QA Contractor

The QA contractor is responsible for the provision of services in the area of quality
assurance and quality control of the IT services and deliverables supplied to DG Taxation
and Customs Union, including ITSM. The QA contractor is also in charge of conducting
regular security and quality audits of the other IT contractors on behalf of DG Taxation and
Customs Union.

Comment: These contractors/parties each have their own processes, procedures and related
ITSM tooling.
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4.2  Governance structure

The ITSM service provider interfaces and external processes are governed by different
contractual agreements between DG Taxation and Customs Union and the four service
providers, as shown in the following diagram:

,
Contractor/ —>
QA L

—>

SLA Terms OLA
of —

_, OLA . SLA

e ® T
\°
(=)

PQP

@
CQP
1

Collaboration

Contractual OLA

Figure 4-2: Governance structure

The following agreements/contracts are rel ated:

Operational Level Agreement (OLA): is set between DG Taxation and Customs
Union and its third party providers, including DIGIT/DC and CCN/TC. They must
define the minimum operational levels that the third party commits to deliver to DG
Taxation and Customs Union;

Service Level Agreements (SLAS): provide the basis for managing the relationship
between ITSM and DG Taxation and Customs Union. It isan Agreement between an
IT Service Provider and a Customer. The SLA describes the IT Service, documents
Service Level Targets, and specifies the responsibilities of the IT Service Provider
and the Customer. A single SLA may cover multiple IT Services or multiple
customers;

Terms of Collaboration (ToC): define the mutual obligations of the NAs and DG
Taxation and Customs Union around the Common Domain. They can be considered
as being both a multi-lateral SLA and OLA binding NAs and DG Taxation and
Customs Union around the Common Domain for each of the customer/user
communities within each business and ITSM thread;
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e Quality Plans (PQP/FQP/CQP): Whilst the SLAs and OLAs describe what the
target service levels to be achieved are, the Quality Plans define how they detail the
procedures and standards to be applied to ensure that the service levels meet their
targets.

In case of conflict between the procedures defined in this document on the one hand and the
contractual documents (SLA/OLA) on the other hand, the latter will always take precedence.

4.3 Interfacetypes

Collaboration between the different service providers can be divided into the following
service provider interfaces:

e Transactional interfaces (requesting actions and activities/tasks to be executed by other
parties); for example: ITSM assigns an incident or request to an external party;

e Data and document exchange interfaces (sharing knowledge and documentation,
publishing reports and data according to predefined templates and timelines); for
example: provide availability and capacity datato ITSM on aperiodic basis;

e Alert and natification interfaces (general information/communication channels for
informing the involved parties of specific events); inform ITSM in case of scheduled
unavailability.

e Quality management interfaces; defining the interfaces between ITSM and the QA
Contractor; for example: participation in audits and maturity assessments.

4.3.1 Transactional interfaces

Transactional interfaces refer to external procedures related to the assignment of specific
tasks/work orders to external parties. These interfaces thus trigger ITSM related activities
executed by each of the providers. As shown in the diagram below ITSM will initiate an
action to be completed by another party, for example to resolve an incident that has been
reported to the ITSM Service Desk.

ITSM Process ITSM Process
(party 1) (party 2)
Activity Activity

T et
_— P\SS“%“ _— v
Activity | \\<[/ Activity
\Lf‘f\ teg )
y L Cosyy y
Activity | Activity
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Figure 4-3: Task assignment (transactions)

To initiate an activity on behalf of another party one of the following triggers/mechanisms

can be used:
Transaction | Request type | ITSM Process Description Externa group
TypelID (assignment group)
TTID-01 Incident Incident Assignincidentsto | Service Desk /
management other parties for Incident
resolution. management group
(SPOC)
TTID-02 Service Incident Raise standard Service Desk /
request management requests for Incident
specific support management group
and services (SPOC)
provided by the
involved parties
(e.g. access request;
meeting request;
review documents,
deploy software;
request a specific
task to be
performed).
TTID-03 Problem Problem Assign problemsto | Problem
management service providersto | management group
createa
workaround,
conduct root cause
analysis, service
outage analysis and
provide a structural
solution.
TTID-04 Change Change Raise formal Change
request management request for change | management group
(RFC) (RFC) to another (or Service Desk)

service provider.

Table 4-1: Transaction types

All outstanding tasks are monitored and controlled by the ITSM Service Desk. The ITSM
Service Desk monitors the completion of the outstanding tasks against defined SLAs and
OLAs (if applicable/ available).

4.3.2 Data and document exchange interfaces

External procedures related to data and document management support the general exchange
of datathat each of the partiesis responsible to maintain.
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Each provider is responsible to manage a large amount of data for example related to Cls,

capacity/performance, availability and security.

The following data/documents are defined to be in scope of this data exchange:

Data / Document Description Required Sour ce process
ITSM tool (for
storage of the
data)s
Known errors Definition of known Knowledge Problem
errors and related base M anagement
workarounds (stored in
the knowledge base).
Document
The known errors are management
currently managed in system
Known Error Lists (KEL)
grouped per business
thread.
Capacity data Capacity and performance | Capacity Capacity
data and trend reports. management M anagement
database
Availability data Availability data and Availability Availability
trend reports. management Management
database
Configuration Configuration data (list of | CMDB Configuration
management data services, applications, M anagement
servers, network
connections, etc.).
Configuration reports
(after changes). Update of
Cl changes.
Contact details Organisational data and CMDB Configuration
contacts of each provider M anagement
(related to the ITSM roles
and groups). Document
management
system

3 Not all mentioned tools are currently implemented; possible gradually implementation will be part of CSIP.
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Data / Document Description Required Sour ce process
ITSM tool (for
storage of the
data) 3

Change schedule | Forward schedule of Change Change

(also referred to as | changes (including schedule M anagement

change list) releases). Thisaso Release
includes all planned
outages (e.g. dueto Management
maintenance activities).

Software packages Exchange source codes/ | DSL Application
software scripts and Development
installation procedures.

Release
management

Business monitoring | Datarelated to business Capacity Business

data usage of IT services management Perspective
(number of transactions, database M anagement
etc.).

Knowledge records | Documentsrelated to Knowledge Application

and documentation | operations and support of | base Development
specific applications and
ICT infrastructure
components. This ODL ICT Infrastructure
includes for example: Management
design specifications,
installation procedures | Document
and manuals. management

system

Service reports Reports related to process | Document Service Level
activities and service management M anagement
levels (e.g. overview of system
incidents, outstanding
problems, changes, etc.).

CT Organisation Information on the Document Conformance
organisation and time management Testing
tables of CT campaigns system (Application
and agreements M anagement)

Table 4-2: Data and document exchange types
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4.3.3 Alert and notification interfaces

Alerts and notifications refer to procedures that external parties need to adhere to, required
toinform ITSM of specific events that have occurred and/or actions that have been taken by
these parties that ITSM and/or end-users needs to be aware of. These are described in the
FQP document [R1], in the section “WP.8.1.2 — Incident management”.

The aerts and/or notifications are related to a specific condition or threshold that has been
exceeded (part of an ITSM process).

ITSM needsto be aware of these events to be able to inform the user community and/or take
appropriate measurements.

For example, the external providers must proactively inform the ITSM Service Desk of any
outage or incident that may affect the business.

Distinction is made between the following types of notifications:

e Event: inform ITSM of detected exceptions (by monitoring tools); these events are
investigated following the ITSM Infrastructure Management process;

e Incident: inform ITSM of detected/registered and/or potential incidents; these incidents
are further monitored following the ITSM Incident Management process,

e Change natification: inform ITSM of planned changes, these notifications are processed
by the ITSM Service Desk (as an input for ITSM Change Management and ITSM
Availability Management processes).

These natifications are generated by the different service providers CCN, DIGIT/DC and
NAs.

See chapter 7 for more details.

4.3.4 QA/QC interfaces

The quality management interfaces define the touch points between ITSM and the QA
Contractor.

The quality management interactions can be divided into QA and QC interactions. Proactive
activities are organised under the umbrella of the Quality Assurance while the reactive
activities are covered by the Quality Control.

QA organises and adapts the processes and systems to improve their quality and the quality
of the resulting products or services before they are created.

QC focuses on products and services themselves with respect to their quality objectives
(during and after they are created). Quality Control includes the review of the document
deliverables by DG Taxation and Customs Union, contractors (e.g. QA contractor) and
possibly other stakeholders (e.g. NAs) with the aim to detect and eliminate any possible
quality flaws or scope deviations.
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Category Interface Description
QA interactions Audits, assessments and ITSM  participates in  audits,
verifications assessments (e.d. maturity
assessment) and verification

activities of the QA Contractor.

Follow-up on action plans

QA  Contractor  monitors  the
outstanding action plans (actions
created as a result of CSIP, internal
and external QA activities).

QC interactions

CSIP QA Contractor is one of the
contributors of CSIP.

QC of deliverables Review cycle of deliverables

provided by ITSM produced by ITSM.

QC of deliverables Review cycle of deliverables

provided by other parties
(to bereviewed by ITSM)

produced by other parties in which
ITSM participates for the validation
and acceptance.

QC of Tests (preSAT,
SAT, qualifications and
CT)

Interactions  related to  test
management activities (e.g. FAT
missions, CT Support Missions).

QC of ITSM Activities

QA Contractor is mandated by DG
TAXUD to check the performance of
the services against the levels defined
in the contractual OLAS, to check the
quality on cal management, on
CMDB data or do some ad hoc QC
when requested.

The general sources of information
are MSR/MPR, Incidents, CMDB
Extracts, Availability Dashboard,
ITOP...

QA Contractor will report to DG
TAXUD and those reports may result
into specific
discussiongactivities/changes for
ITSM but it will aways come from
DG TAXUD and therefore can not be
considered as an interface between
QA Contractor and ITSM and will
not be covered in the rest of the
document

Table 4-3: QA/QC interactions
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These QA/QC interactions are also defined in the FQP and PQP of the involved parties.
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4.4  Interfacediagram

The diagrams below shows a graphical overview of external processes and procedures
between ITSM and other operations parties involved.

Service
reqiiest assignment
(EP13)

Devielopment: (X-DEV)
ITSM

Change assignment

(EP14)

Opetations (CCN/TC; CCN/WAN,:DIGIT/DC -and NA Operations)

Legend

Transactional
Interface

Figure 4-4: Transactional interfaces
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The following diagram shows the external interfaces between ITSM and the QA contractor.

Audits, assessments and verifications
(EP4.1)
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Figure 4-7: QA/QC interfaces
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4.5

I nter face catalogue (service provider interfaces)

451 SPIrelatedtol TSM Processes

This chapter provides an overview of SPIs related to each of the ITSM processes (as defined in the FQP). This table is used to identify the
relevant external processes and procedures per ITSM process as defined in the FQP.

Details of these interfaces such as responsibilities and associated service levels should be covered in the agreements with the involved external
parties (which need to be coordinated and formalised by DG Taxation and Customs Union), and must include:

Identification of integration points between various management processes of ITSM and the other service providers,

Identification of specific roles and responsibilities for managing the ongoing systems management relationship with both parties;

Identification of service levels such astarget response times (related quality indicators);

Identification of relevant IT management information that needs to be communicated on an ongoing basis.

The following table shows all interfaces and relevant external processes and procedures:

ITSM Process | Topic Description I nitiator External ITSM
Procedure (SPI defined
in this document)

Application Develop interfaces Implementation of automated interfaces between N/A for this Not applicable for this

Development between IT providers (e.g. for data exchange between ITSM document. document

(WP?7) for ITSM | management toolsof | tools). For example: develop an interface between

tooling theinvolved SMT (of ITSM) and IRMA used by DIGIT.

providers

The actual implementation of an interface is covered
by the Application Development process. The
collaboration needed with for example DIGIT
requires a project oriented approach.
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ITSM Process | Topic Description I nitiator External ITSM
Procedure (SPI defined
in this document)

Service Desk Service Desk The Service Desk coordinates alarge number of N/A for this See procedure related to

(WP.8.1.1) Interactions process interactions between parties defined below | document Incident Management,

(incident, problem, change and release Problem Management
management). and Change
Management.
Relevant FQP
procedures::
e [M1.1 Register and
classify call
e [M1.2 Assign
incident
e [M2.1 Investigate and
diagnose
e ChM1.1 Record RFC
e ChM4.1 Order
change
implementation

Incident Incident Incidents reported at the ITSM Service Desk (by ITSM EP1.1. Incident

Management assignment/escalation | end-users, monitoring tools and/or ITSM staff) can assignment

(WP.8.1.2) to external party be assigned to other service management parties for

investigation and resolution.
Purpose: assign incident to responsible party.
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ITSM Process | Topic Description I nitiator External ITSM
Procedure (SPI defined
in this document)

Example: incident escalation to DIGIT/DC and/or

Application Development 3rd parties.
Event notification Involved parties must actively inform ITSM Service | DIGIT/DC; EP3.1. Event notification

Desk of events detected which need to be CCN/TC:

investigated by ITSM (including associated L

monitoring data). NA Operations

Purpose: inform ITSM of important system events

(detected by external party).

Thisisrelevant if the external party is monitoring

specific Cls on behalf of ITSM (e.g. DIGIT/DC

monitors specific application components on their

servers).
Incident notification/ | Involved parties must actively inform the ITSM ITSM: EP3.2. Incident
raise incident Service Desk of any incident detected within their ) notification

X o DIGIT/DC;

domain such as: unscheduled unavailability,

performance degradations, ... CCN/TC;

Involved parties must raise incidents if they observe | NA Operations;

abnormal behaviour by a system or one of its X-DEV:

components.

Purpose: inform ITSM of occurred incidents (which
may affect the service delivered to the business).

Each party must inform the ITSM Service Desk of
status updates, progress made and if applicable

External suppliers
(e.g. Microsoft).
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| TSM Process

Topic

Description

Initiator

External I TSM
Procedure (SPI defined
in this document)

provides atemporary workaround.

For example: DIGIT detects that an error occurred
on aserver (which falls under their responsibility).
DIGIT manages the entire life cycle of thisincident
in their own incident management system. DIGIT
informs ITSM of the situation and provides a
periodic update of the status.

Suppliers such as X-DEV might also raise alerts for
exampleif they discover a security breach in their
software. These alerts need to be investigated to
determine the potential impact.

Request
M anagement
(WP.8.1.2.x)

Request assgnment
to external party

ITSM can issue formal service requeststo partiesto
provide support, assistance, participate in meeting
and a broad range of other tasks (as defined in the
service catalogue).

Purpose; assign requests/tasks to external parties
(standard tasks).

Service requests are formal work orders, which can
be assigned to external partiesto execute standard
tasks as agreed in the contract.

ITSM

EP1.2. Service request
assignment

Rai se service request

An external party can raise a service request for
specific actions to be taken by ITSM such asto
deploy a software component, meeting request,

DIGIT/DC;
CCN/TC;

Sandard request
procedure asdefined in
the FQP.
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ITSM Process | Topic Description I nitiator External ITSM
Procedure (SPI defined
in this document)

request for a conference call, request for support or | NA Operations See FQP for this

request for access to a Cl managed by ITSM. S -DEV procedure; IM1.1

The service requests are defined in the service Register and classify call
catalogue covered by the FQP. External parties can (call will be classified as
requests these services to the ITSM Service Desk. a service request).

Problem Problem assignment | ITSM can assign problem tasks to external parties. ITSM EP1.3. Problem

I\\/}vagag?gmt to external party Identified problems need to be investigated by assignment

(WP.8.1.3). external parties. A problem israised and assigned to

the external party who will beinvolved in problem

analysis and resolution (e.g. to resolve the known

error).

Purpose: involve external partiesin the

investigation, analysis and resolution of problems.

Example: application related problems need to be

jointly investigated with X-DEV (to determine the

root cause, provide a workaround and provide a

solution for the permanent fix).
Published known The ITSM organisation must proactively be DIGIT/DC; EP2.1. Publish known
errors informed about potential problems and known errors CCN/TC: errors and workarounds

including possible workarounds which can be ’

applied to incidents (e.g. from devel opment, for X-DEV;

performance related issues). ITSM:

Purpose: inform ITSM of known errors and

External suppliers
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ITSM Process | Topic Description I nitiator External ITSM
Procedure (SPI defined
in this document)

workarounds. (such as Microsoft,

ITSM publishes these known errors on the new
ITSM Portal as defined in FQP procedure PM 1.5
Document Known Errors/ Workaround.

External suppliers may also publish known errors
and workarounds for which ITSM can be subscribed
(e.g. Microsoft and Oracle); which may include the
related software patches/fixes.

Oracle).

Configuration
Management
(WP.8.1.4)

Provide configuration | External parties need to provide ITSM with DIGIT/DC; EP2.2. Configuration
data configuration data. They are to provide an overview CCN/TC: management data

of new, modified or retired Cls (CMDB reports). L exchange

Purpose: share relevant configuration data between NA Operations

involved parties (to know the dependencies and

relationships between Cls managed by the different

providers).
Provide contact Each external party maintains contact and DIGIT/DC; EP2.3. Publish contact
details organisational data. This data must be exchanged CCN/TC: data

with the involved parties (thisincludes functional ’

mailbox, phone numbers, managers). This list X-DEV ;

defines the roles and responsibilities of personsand | |79\

groups within each organisation.

Purpose: maintain a central contact list to improve
communication between parties (know who and how
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ITSM Process | Topic Description I nitiator External ITSM
Procedure (SPI defined
in this document)

to contact the responsible person).

Change Change assignment The ITSM Service Desk can request achangetobe | ITSM EP1.4. Change

M anagement to external party executed by the external party. assignment

(WP8.1.5) Purpose: assign a change or change task to an

external party.
Change request External parties can raise a change request to be N/A for this Refer to standard change
raised by external executed by the ITSM organisation. The external document management procedure
party. party then acts as a change requestor. within FQP.
See FQP for more details
(see procedure ChM.1
Record and Initiate
Assessment).
Publish change/ The ITSM Service Desk should be informed of all DIGIT/DC; EP2.4. Publish change/
rel ease schedule planned changes and releases (e.g. scheduled CCN/TC: release schedule
(changelist) unavailability). L
Purpose: maintain and publish a central schedule of NA Operations, EP3.3 Change
all planned changes to inform all stakeholders ITSM notification

(including scheduled unavailability).

The external party should provide information
related to:

e Therelease schedule,
e Thechangelist (including scheduled
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| TSM Process

Topic

Description

Initiator

External I TSM
Procedure (SPI defined
in this document)

unavailability, projected service outage).

The ITSM organisation must be consulted and needs
to approve changes affecting service levels to the
business.

Example: DIGIT is planning an upgrade/patch or fix
on aserver.

Change notification
aerts

The ITSM Service Desk needs to be informed of al
planned changes and receive a natification after the
execution of the change (including details of the
success/failure after the implementation).

The following change naotifications should normally
be received at the ITSM Service Desk (however not
always consistently provided by external providers):

e Change natification to announce a planned
change (prior to execution);

e Change notification after change has been
implemented (closure event).

Purpose: monitor the planned and actual execution
of changes (including unavailability due to changes).

ITSM;
DIGIT/DC;
CCN/TC;

NA Operations

EP3.3 Change
notification

Release
Management
(WP.8.1.6)

Software release (for
inclusion in the
DSL).

ITSM maintainsthe DSL. The external parties must
deliver the software packages to be included in this
library (receive software updates from

X-DEV;

External suppliers
for COTS software

EP2.5. Ddiver software
rel ease
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ITSM Process | Topic

Description

Initiator

External I TSM
Procedure (SPI defined
in this document)

development). Thisincludes any patches/fixes and
related documentation such as installation
procedures.

Purpose: transfer software packages/updates from
X-DEV.

ITSM must store all software packages and
associated documentation in the DSL consistently.

External suppliers may also release patches/fixes for
COTS software (for which ITSM is subscribed).

(e.g. Microsoft,
Oracle)

Publish release External parties are to publish planned releases. X-DEV; See EP2.4 Publish
schedule DIGIT: change / release schedule
CCN/TC;
NA Operations.
Service Leve Service reports External parties must provide a monthly report of DIGIT/DC; EP2.6 Service Reporting
Management their performance against SLA/OLA targets. CCN/TC: ( L
; proposed additional
(WP.8.2.1) interfaces — not yet
existing)
Capacity Capacity data ITSM needs to receive capacity and performance DIGIT/DC; EP2.7 Publish capacity
Management datafrom all involved parties for trend analysis and CCN/TC: and performance data
(WP.8.2.2) inclusion in the capacity plan. ’
NA Operations

Different parties are involved in collecting and
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| TSM Process

Topic

Description

Initiator

External I TSM
Procedure (SPI defined
in this document)

analysing capacity and performance data for ITSM
reporting. Service providers should collect and
provide capacity datato ITSM (and vice versa)
including capacity trend reports.

Purpose:

Example: CCN and DIGIT collects performance and
resource utilisation data, which need to be shared
with ITSM.

IT Service
Continuity
M anagement
(WP8.2.3).

Disaster recovery /
Failover notification

External parties must inform ITSM immediately in
case of emergencies requiring the disaster recovery
procedure to beinitiated.

Purpose: ITSM should be informed of any failover
situations (which may affect performance and/or
temporary outages).

This dert/event isinitially received by the Service
Desk (and registered as an incident) as defined in
FQP procedure IM.1 Incident Intake. Depending
upon the impact and expected resolution time the
DRP invoke procedure needsto be triggered
(SCM3.1 Assessiinitial damage).

DIGIT/DC;
CCN/TC;

See EP1.1 Incident
assignment

Availability
Management
(WP8.2.4).

Availability data

Different parties are involved in collecting and
analysing availability datafor ITSM reporting.
Service providers should collect and provide

DIGIT/DC;
CCN/TC;

EP2.8 Publish
availability data
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ITSM Process | Topic Description I nitiator External ITSM
Procedure (SPI defined
in this document)

availability datato ITSM (and vice versa) including | NA Operations

availability reports.

Purpose: inform ITSM of availability of the

underlying ICT infrastructure managed by the other

providers.

Example: CCN collects network availability data.
Publish scheduled External parties must publish any scheduled DIGIT/DC; See EP1.4 Publish
unavailability unavailability to the ITSM organisation (as defined CCN/TC: change/ release schedule

in the Change management section; WP8.1.5).
The following information is provided:

e Change notifications at least 48 hours prior to
the execution of the change; and anotification
after the change to inform the system is available
again.

e Provide aforward schedule of change (FSC) to
inform ITSM of planned changes/releases for the
coming period.

Scheduled unavailability’ s related to items that are
not Cls (in the ITSM sense; for example an
electrical shutdown) must also be reported. In these
cases the scheduled unavailability should at least be
registered againgt an application or servicethat is
affected; thus always an affected Cl can be

See EP3.3 Change
notification

ITS-|RPT-SCO06-EPP-004-+-+External +Processest+Evolutivetmaintenance+v1.00_TAXUD Page 44/140




ITSM external processes & procedures definition and REF.: ITS-IRPT-SC06-EPP-004

description

ITSM DLV 8.6.1.2.2 - External Processes

VERSION: 1.00

Overview of involved parties and interfaces

ISSUE DATE: 27/05/2010

ITSM Process | Topic Description I nitiator External ITSM
Procedure (SPI defined
in this document)

determined e.g. the system and/or affected
application.

Service outage External parties must conduct a service outage ITSM Use EP1.2 procedureto

analysis report analysis for unscheduled unavailability. The results request the SOA report
should be reported on periodic basis.

External parties may also need to be
involved/participate in the service outage analysis,
which is conducted by ITSM (thisis requested by a
formal service request).

Business Relationship Maintain relationship with external suppliers/ N/A for this N/A for this document.

Perspective management parties. document See FOP for more details

Management (see WP8.3).

(WP8.3)

Businessusagedata | External parties must provide information related to | DIGIT/DC; EP2.9 Publish business
business usage of IT services in the scope of the CCN/TC: monitoring data
contract (e.g. number & nature of the business ’
transactions, number of messages, numtrfty8ber of
hits, connected users, volumes exchanged, ...).

Mestings Liaison with NAs, the contractors and other ITSM; Use EP1.2 to issue
Commission services. Organisation of events such DIGIT/DC: meeting requests.
as. meetings, workshops, demonstrations and ’
training. CCN/TC;

NA Operations,
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ITSM Process | Topic Description I nitiator External ITSM
Procedure (SPI defined
in this document)

X-DEV

Application Deployment tasks In case the application is hosted by DIGIT/DC, ITSM Use EP1.2toraise

Management assigned to external ITSM must liaise with DIGIT to specify and deployment requests.

(WP.8.4) provider configure the environments, including the set up of

system monitoring according to the rules defined in
the applicable OLA.

Testing activities

ITSM performs testing according to test
specifications provided by the Application
Development contractor (this also includes the test
cases defined by ITSM).

In case the testing environment is hosted by
DIGIT/DC, ITSM must liaise with DIGIT/DC to
specify and configure the testing environment.

QA Contractor;
X-DEV;
ITSM

Use EP4.5 QC of Tests.

Consult paragraph 0 as
of page 86.

See also FQP and PQP
for more details; relevant
proceduresin the FQP
are

e AM.3.6 Perform
preSAT

e AM.3.7 Perform
Qualification (for
CT)

e AM.3.8 Perform SAT

e CT (Conformance
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ITSM Process | Topic

Description

Initiator

External I TSM
Procedure (SPI defined
in this document)

Testing)4

Technica review

This topic involves the review of deliverables and
artefacts provided by project teams (from

QA Contractor;

Use EP4.4 Deliverable
review.

formal knowledge transfer.

X-DEV;
development). CCN/TC See FQP procedure
A formal request of review is submitted. AM.1 Perform Technical
Review.

Transfer knowledge/ | Application Management needs to interface with X-DEV; See EP2.10 Knowledge

documents devel opment teams to acquire technical documents CCN/TC and document exchange
and knowledge to support the devel oped
applications.

Technical support ITSM Application Management and ICT ITSM Use EP1.2toraise
Infrastructure Management must provide technical support requests to X-
support in reply to requests sent to the Service Desk. DEV
Application development (X-DEV) may be required
to participate in some requests.

Training (knowledge | ITSM may require the need for training of new ITSM Use EPl.2toraise

transfer) updates / releases from X-DEV. Thisis part of the service reguest for

training to X-DEV

Document review /
acceptance

Formal review of documents (such as design
specifications, installation procedures, etc.) by

QA Contractor
X-DEV

Use EP4.4 Deliverable
review.

4 The interactions with SPI's for Conformance Testing are further developed in xxx.
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ITSM Process | Topic Description I nitiator External ITSM
Procedure (SPI defined
in this document)

ITSM. ITSM Application Management needsto be Covered in the PQP; and
involved in the technical review of specific review procedures for
development artefacts to: document defined in

e Ensure the documents adhere for example to TEMPO. Seealso
standards and policies; TEMPO Deliverables

o Acceptance Guide [ R6]

e Ensurethetest specifications are complete and TEMPO Document
and that testing phases will therefore cover Review Technique [R11].
as well non functional requirements
(deployment, monitoring...)

e Ensurethat the planned applications can
successfully be deployed, managed and
supported in production.

[ ]

Security Access management | The different involved parties may need to request ITSM; See EP1.2 Request

Management accessto IT resources managed by another party. NA Operations assignment

(WP.8.5). These access requests are managed through the

formal service request procedure.
For example: access to a server managed by DIGIT
or an NA can request accessto Cl’sthat are
controlled by ITSM.
Security policies External parties must maintain and publish security | DIGIT/DC; See EP2.10 Knowledge
procedures and policies. CCN/TC: and document exchange
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Security incidents External parties must actively provide information DIGIT/DC; Use EP1.1 Incident
about potential security breaches and risks; CCN/TC: assignment or
including detected security incidents. Suppliers (of ’ EP3.2 Incident
COTS packages) and X-DEV can also discover X-DEV; notification
security brez_aches in the software for which ITSM External suppliers
needs to be informed. (e.g. Microsoft).

ICT Change assignment ITSM may need to request a deployment task on the | ITSM Use EP1.4 (change

Infrastructure to external party ICT infrastructure managed by the other providers. management) or EP1.2

Management (request management)

(WP.8.6) Infrastructure data External parties must collect and provide monitoring | DIGIT/DC; See EP2.7 publish

datarelated to ICT infrastructure component and CCN/TC. capacity and

services. performance data and
EP2.8 publish
availability data

Events Events are detected and handled by the Operations Use EP1.1 Incident
process part of ICT infrastructure management. DIGIT/DC; assignment

CCN/TC.

An incident is created in case the event needsto be
investigated and/or other parties need to be informed
about it.
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ITSM Process | Topic Description I nitiator External ITSM
Procedure (SPI defined
in this document)

Transfer knowledge/ | Technical support needs to interface with X-DEV See EP2.10 Knowledge
documents development parties to capture the required technical and document exchange
documentation and knowledge (this includes for
example: design specifications, test plans and
ingtallation procedures).
Technical support Provide planned and ad-hoc technical support. A ITSM Use EP1.2 Service
support request can be raised to an external party. request assignment
Document review / Formal review of documents (such as design X-DEV Use EP4.4 Deliverable
acceptance specifications, installation procedures, etc.) by review. Covered in the
ITSM. ICT Infrastructure Management need to be PQP; and review
involved in the technical review of specific procedures for document
devel opment artefacts to ensure the documents defined in TEMPO. See
adhere for example to ICT infrastructure standards also TEMPO
and policies; and that the planned systems can Deliverables Acceptance
successfully be deployed and managed in Guide[R6] and TEMPO
production. Document Review
Technique[R11].
Quality Audits, verifications | ITSM might need to participate in auditing activities | QA Contractor Use EP4.1 Audits,
assurance (QA) | and assessments. and provide the necessary support for QA Missions assessments and
and FAT Missions executed by QA (e.g. FQP FAT verifications
Mission). See also FQP (WP.0.9 -

Co-operation with the
Commission during
Quality, Process and
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| TSM Process

Topic

Description

Initiator

External I TSM
Procedure (SPI defined
in this document)

Security Audits) and
relevant PQP for details.

Follow-up on action
lists

ITSM needsto provide the QA Contractor insight in | QA Contractor

the status and progress of outstanding actions (of
actions defined during the internal and external
audits; and other improvement actions defined as

part of CSIP).

Use EP4.2 Follow-up on
action lists.

See also FQP WP.0.5 -
Internal Quality
Assurance.

For a detailed
procedure, see Annex 6
of the FQP Internal
Procedure QA/QC [R9];
and the ITSM internal
procedure in FQP Annex
7 Internal Procedure for
Internal Audit [R13].

Table 4-4: Inventory of interfaces/ touch points with external parties

45.2 SPI related to Major Application Deployment

Topic

Description

I nvolved
Parties

External ITSM Procedure
(SPI defined in this
document)

Data/Template
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Topic Description Involved External ITSM Procedure | Data/Template
Parties (SPI defined in this
document)

AM Support e Prepare for new application to support: ITSM | ITSM See EP2.10 Knowledge and | Application specifications,
AM needs to acquire knowledge fromxDevto | y_ppy document exchange technical training material
be able to install and operate the new if any, technical
application (FQP:AM3.3) documentation...

Environment | ¢ X-DEV deliversthe softwarereleaseamong | X-DEV See EP2.5 Deliver Software | IRD, Request for Service,

Preparations with all necessary documentation (indluding | p g7 Release RFC, ACF
!RD document Whl(;h describes the See EP1.4 (change
infrastructure requirements) CCN management) or EP1.2

o Verify infrastructure requirements (including DG TAXUD (request management)
monitoring requirements) conformity and TSV
oper ate necessary actions whether any update
is needed (raise request for Service, RFC,
ACF, etc)

Testing e ITSM AM may require some support fromX- | X-DEV See EP1.2 to request for

DEV during testing phases QA Contractor support

e For major releases, the need for training can
beidentified by ITSM and DG TAXUD. This
training can in fact be covered by:

o DG TAXUD and ITSM agree that
ITSM attends to the FAT mission;

o DG TAXUD requeststhat X-DEV
comes to site during the PSAT,;

See EP4.5 for ddliverable
review
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Topic Description Involved External ITSM Procedure | Data/Template
Parties (SPI defined in this
document)
e QA Contractor isinvolved in the tests
campaigns
User e The new application may require creationof | ITSM See EP1.1 Incident User registration forms
M anagement new user account. ITSM may haveto collect | ps TAXUD assignement
user details, create the accounts and g
communi cate them to external partiestheir 3" parties
user accounts designated by
DG TAXUD
End User e DG TAXUD may request ITSM to organise DG TAXUD Use EP1.2 to issue meeting | Training/workshop/demo
Training training, workshops or demonstrationstoan | |tqu requests. material
assembly who can be external parties
NA
3 parties
designated by
DG TAXUD

Table 4-5: Inventory of interfaces / touch points with external parties for amajor Application Deployment
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4.6  External Procedure Definition Template

For each external procedure defined in the next chapters, the following items are described.

Item Description

Procedure ID Unique ID of the procedure.

Owner Owner of the procedure.

Title Short description of the procedure (one-liner).
Purpose Purpose of the service provider interface.

Initiator (role) Party and role who initiates the action/procedure.
Oth_er involved List of parties for which the procedure is applicable.
parties

Involved contacts

Organisation roles or teams that are involved for each external
party (related to the contact list). The contact list refersto the
responsible groups and persons for each ITSM role within each
organisation (with relevant contact details, such as phone
number, e-mail address, escalation paths, manager and associated
tasks and responsibilities).

This document does not contain the actual contact list (list of
names and contact details) but refers to roles/groups, which must
be maintained in the shared contact list.

See also Annex A.

Related FQP Reference to the FQP processes and procedures (which are
procedures directly related to the interface).

Trigger(s) / Description of the event that triggers the procedure (e.g. specific
Event(s) conditions met, milestones reached, ...).

Information/ Data | Summary of datathat is exchanged between parties.

Direction Direction of the interface (two-ways, one-way).
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Item Description

Interface The specific methods and technologies used to implement the

technologies/ tools
used

interface. For example:

Category 1. Basic communication/collaboration technologies,
such as unstructured communication using: phone, phone
conferences, net meetings, face-to-face meetings and e-mail.

Category 2: Formal document transfer according to predefined
templates/forms; such as e-mail templates, structured documents
exchanged through a (shared) document management system.

Category 3: Shared tools/databases. A central system used by the
different providers and/or provide remote accessto IT
management tools used by the different providers (e.g. web
access). For example: ability to login into the DIGIT service
management tool; and/or access to reporting System.

Category 4. Automated interfaces between IT management tools
used by the different providers; for example:

e Tool interface e.qg. using XML / web services (interface
between the ITSM tools of the providers);

Freguency Ad-hoc (event driven).

Procedure Description of the procedure.

Controls Definition of specific controls such as SLA targets.

Escalation Procedure related to handling exceptions / escalations.

procedure

Template Reference to forms/ templates to be used and/or to be
implemented.

Degree of Indication of the current implementation status of the interface:

implementation

1. “Not implemented”,

2. “Operational / Ad-hoc and/or Informal” (external process
activities are partially executed however not all procedures
and tools are formalised),

3. “Implemented / Formalised” (standard interface procedures
and tools are documented and agreed upon; formal templates
and forms are used; process is executed according to the
procedures),

4. *“Implemented / Managed & Integrated” (processis
monitored / managed and completely integrated within
processes and tools of the involved parties)

Table 4-6: Template for external procedures
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5. Transactional I nterfaces

5.1 Introduction

This chapter defines the transactional interfaces between ITSM and external providers.

In case ITSM requires the execution of an activity by another service provider, a formal
request needs to be raised and sent to the other party according to a predefined procedure.
This includes the following type of requests/ tasks to be exchanged:

Incident

Service request (including access requests)

Request for Change (RFC) or Change Request

Problem (e.g. tasksto investigate and resolve problems)

The procedures for external parties to raise these requests to ITSM are not covered in this
document as these are defined in the different quality plans (PQP, FQP and CQP). For
example: an external party can raise a meeting request or request for a document review at
the ITSM Service Desk (these services are defined in the service catalogue from ITSM).
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5.2 Incident assignment (EP1.1)

Item Description

Procedure ID EP1.1

Owner ITSM Incident Manager
Title Incident assignment

Purpose / scope

ITSM needs to be able to assign an incident to another service
provider/external party (incidents detected by or reported to ITSM).

Involve external parties in the diagnosis, analysis and resolution of
Incidents.

ITSM remains responsible for monitoring the status of the incident.

Comment: If an external party needs to raise an incident to ITSM the
incident procedure IM1.1 must be followed (see FQP).

Comment: this procedure is used to assign an incident to an external
party. If an action or task needs to be performed by an external party
the service request procedure must be used (see chapter 5.3).

Initiator (role)

ITSM Service Desk

Other involved
parties

DIGIT/DC (Service Desk / First Line Support / Incident management
group);

CCN/TC (Service Desk / First Line Support / Incident management
group);

X-DEV (Service Desk / First Line Support / Incident management
group);

NA Operations (if an incident needs to be resolved by the country).

DG Taxation and Customs Union (if support is needed from
stakeholders).

QA Contractor (in case of incidents due to results of test activities).
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Item

Description

Involved
contacts

The following roles are involved per externa party:

e Searvice desk (xxx) / First line support group (SPOC for receiving
al incidents);

e Incident Manager;
e Incident resolver (assignee of the incident);
e Escalation contact.

Each party must define a single point of contact (SPOC) for receiving
incidents from ITSM Service Desk. This contact is at least identified
by (1) Functional Mail Box; (2) Name of department/group and
associated contact details, (3) Responsible Manager for this
group/department (e.g. Service Desk Manager); (4) Responsble
Incident Manager; (5) Escalation contact.

For contacts details (such e-mail address, phone numbers, etc.) see
Annex A. The contact ligt refers to the responsible groups and persons
for each ITSM role within each organisation (with relevant contact
details, such as phone number, e-mail address, escalation paths,
manager and associated tasks and responsibilities).

Related FQP
procedures

IM 1.2. Assign incident (assign the incident to an external party);
IM 2.1. Investigate and diagnose.

Trigger(s) /
Event(s)

e Incident to be assigned to external party (to investigate the
incident, provide assi stance and/or execute a specific action to
resolve the incident);

e Incident registered and accepted by external party (confirmation);
e Incident status updates (e.g. work in progress);

e |ncident resolved / closed.
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Item Description

Information/ Incident details are exchanged. At a minimum the following
Data information is provided:

New incident raised:

Incident ID;

Title (one liner);

Description;

Affected CI;

Reported by;

Date/time registered;

Impact (e.g. service down) (if available);

Target resolution date/time (according to SLA) (if available);
Priority.

Additional details will be added to define what is expected by the
external party (e.g. investigate the incident, provide assistance and/or
reguest specific recovery actions to be performed).

Status updates of outstanding incidents provided:

Status update (including rejections);

Action log (update of actions executed).

Incident closure (by third party or initiator):

Resolution;

Causg;

Closure date/time;
Temporary fix (Yes/No).
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Item Description
Direction Two ways. Incidents are assigned by ITSM to external party. The
external party provides status updates and resolution details back to
ITSM.
ITSM External
party
Assign new iNCident m—
Provide additional information  se———
/ updates
Reminders / status request =———
| e CONfirmation / Acceptance
Status updates /
@ Adldiitional questions
e (and resclaton
Interface Different technologies are used to exchange incident data.
technologies/
DIGIT:
tools used
e |IRMA service desk tool (used by DIGIT) for creating and
assigning incidentsto DIGIT.
Other parties:
e E-mail isused for assignment of incidents to external parties (other
than DIGIT).
e E-mail is used for notifications (for confirmation, reminders and
status updates).
See also chapter 5.2.1 (for DIGIT) and chapter 5.2.2 (for assignment
to other parties such as CCN).
Freguency Ad-hoc (event driven)
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Item Description

Procedure ITSM conducts an initial analysis of incidents reported by the user

community, detected by operators and/or by monitoring tools. In case
the incident needs to be resolved by another party than ITSM itsdf, the
incident isto be formally assigned and forwarded to this party.

Incidents can only be assigned to external parties by the ITSM Service
Desk (e.g. ITSM Monitor does not forward incidents directly).

Each external party has to define a single point of contact (SPOC)
which will accept the forwarded incidents. The service provider is
responsible for diagnosing the incident and internally assigning it to
the appropriate group/person.

The external party notifies the ITSM Service Desk of the acceptance.
In case the incident cannot be resolved and/or isincorrectly assigned to
the external party, aformal reection notification is to be sent.

The external party must inform the ITSM Service Desk of the status
updates and progress made (according to the OLA targets).

The assigned party will update the incident and inform the requestor of
status updates and progress made in resolving the incident.

Monitoring procedures for incidents are defined in the FQP.

See escalation procedure in case the incident is not accepted and/or
resolved within the contractual timeframes.

This procedureis also applicable for security related incidents and
breaches. If a security related incident that occursin one environment
spreads to systems operated by an external party, amember of the
ITSM Security Management team promptly advises the external party
about the threat. For this purpose, every external party shall nominate a
Local Information Security Officer (LISO) who will act as a contact
person for the ITSM Security Manager.

Security related threats and incidents could be detected by the external
parties also. In that case, they should also promptly advise the ITSM
Security Manager who then advises other external parties as needed.

For additional information see the following procedures:
e Incident assgnment to DIGIT (EP1.1.1);
e Incident assgnment to other parties (EP1.1.2).
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Item Description

procedure IM.1.1).

annex C.1) is applied.

Controls SLA / OLA targets (thisincludes SQI08 and SQI12):

e Acknowledgement time / Response time: elapsed time for
acceptance of the incident (reviewed and internally assigned);

e Resolution time: elapsed time from registration until resolution.

e Elapsed time for the Service Desk to escalate an incident (to an
external party and/or another internal group).

Targets are dependent upon the priority of the incident (see FQP

When SLA targets are not respected, the escalation procedure (in

Degree of Implemented / Formalised
implementation

anincident is closed).

Comment: however not all mentioned information/data is currently
consistently exchanged between providers (such as the resolution after

Table 5-1: EP1.1 Incident ass gnment

5.2.1 Incident assignment to DIGIT (EP1.1.1)

Additional procedures for assigning incidentsto DIGIT (EP1.1.1):

Item Description

Interface Incident is registered in:
technologies/ tools )

- e OowlTSM;

e |IRMA (of DIGIT based upon HP ServiceCente).
E-mail isused for confirmation and notifications.
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Item

Description

Procedure

ITSM hasdirect accessto IRMA to create and assign an incident
to DIGIT. Incidentsfor DIGIT need to be created in IRMA (the
SMT tool of DIGIT).

General procedure of assigning an incident to DIGIT:

Incident must first be registered within the owlTSM system
(according to the FQP procedure IM.1.1);

Incident is assigned to DIGIT within the owlITSM system
(according to procedure IM.1.2);

Open anew call in IRMA providing the original details of the
incident (and contact details of originator of call). Incident is
registered according to the DIGIT incident procedure;

ITSM receives an auto-acknowledgement from DIGIT with
IRMA Call ID (viae-mail);

The confirmation e-mail including the Call ID is copied into
the original incident record within ITSM (see FQP procedure
IM.1.2).

Information/Data

The incident details provided to DIGIT is a direct copy of
original incident and associated e-mail request as sent by the
originator of the call. The contact details of the originator are
also provided in the IRMA call.

Information to be provided/entered:

Date/time stamp (date/time of incident registration);
Contact details of originator of the call (initiator);

Detailed description of the request / incident (including copy
of email from initiator); including information about the
requested actions to be performed.

Details of initial assessment of the ITSM Service Desk;
Affected service/application and/or configuration items;
Priority;

Categorisation of the incident.
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Item

Description

Template

No template is used. The incident template/form is automated by
IRMA:

[ |Main Menu; TAXUE-US5 || |Incident Gueue: Open Incidents My Group Owns or Assigned ko My Groups I ew x } ‘

% cancel  @@ocpen Emew O.Fnd =Rl / cClear Field & -
Peregrine

This is the main screen
IMOD00635942 . i |
%, access Level: [Go=_ [

Inddert Title: [

0
s

& Incdent Detals | & Extra Detals | & Relgution | & Contact Detals | & <1 Dztals | & Atrachments
~Step 1 - Contact Information & Description [~ Step 2 - General Information

tact Reported By: EE Configurstion Itz [ EE
First/Last Name: | | O searchin sl cr's
Phone: T Model: [ |
E-Mail: | Ove. Call Code: [ EE
Title:
Company: TAXLD [~]e Hokify by: [ [=[=]
Department: EE Incident Type: [ EE
toer P YT — i ~Step 3 - Classificatio
Eported by different Contact
o[ o
Phone: | | Tle
E-Mail;
Description: - gl
=] roteps
Urgency: &
Send E-1Mal Pricrity: ~le
= Inpact: ~|e

[ Total Loss of Service
E-Mal to Cantact

I~ Intervention Lacation |

O scheduled
Location: EE
Location Full Structure: - Step 5 - Ownership Information
Floor: Cwner: TARID-UEE
Roam: fssgnment Group: [CABDTARD. |

Contact details

DIGIT ISHS Service Desk. DIGIT then assigns the call to
relevant department for handling.

Notifications

Notifications sent by DIGIT IRMA through e-mail based upon
the following events:

e Auto-confirm notification (after creation of the call);

e Incident closure notification (automatic notification after the
incident is closed).
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Item Description

Escalation procedure

Follow-up of IRMA calls are done by periodically logging into
IRMA and viewing the actual status of the call. Thisis done, up
to daily depending the volume and priority of call assigned to
DIGIT. Also, DIGIT does send e-mails directly to ITSM Service
Desk if they require further information.

DIGIT will be reminded to respond to incidents assigned to them
via the Reminder process which is driven by the priority of the
call.

e Critical ( Priority-1): once every working day;
e High (Priority-2): every second working day;
e Medium (Priority-3): every 5 working days;

e Low. (Priority-4): every ten working days.

If escalation is required, it will follow the escalation process
described in C.1.

Table 5-2: EP1.1.1 Incident assignment to DIGIT

5.2.2 Incident assignment to other parties (EP1.1.2)
Procedures for assigning incidentsto CCN/TC or X-DEV (EP1.1.2):

Item

Description

Interface
technologies/ tools
used

Incident isregistered in owlTSM (internal).

Incident is forwarded by e-mail to an Externa Party (being
CCN/TC or X-DEV).

Procedure

This procedure applies in case an incident needs to be assigned to
an external party to which ITSM does not have direct access to
their Incident Management System. These incidents are assigned
and forwarded by e-mail.

General procedure of assigning an incident to external party:

e Incident must first be registered within the owlTSM system
(according to the FQP procedure IM.1.1);

e Incident is assigned to external party within the owlTSM
system (according to procedure IM.1.2);

e After registration and classification of the incident, an e-mail
is sent to the concerned party notifying that the incident is
assigned to them and populate accordingly the incident step
properties.

ITS-|RPT-SCO06-EPP-004-+-+External +Processest+Evolutivetmaintenance+v1.00_TAXUD Page 65/140




ITSM external processes & procedures definition and REF.: ITS-IRPT-SC06-EPP-
description 004

ITSM DLV 8.6.1.2.2 - External Processes VERSION: 1.00
Transactional Interfaces ISSUE DATE: 27/05/2010
Item Description

Information/Data

General comments:

e E-mail shal include all relevant information to the assignee
so that the solution can be compiled,;

e E-mail should also provide contact details of ITSM initiator
for the purpose of direct communication by external party as
required.

Template

No template is currently defined (incident details are copied into
the e-mail header and message).

Contact details

CCN/TC Sevice Desk / First Line Support (Functional
Mailbox).

X-DEV Service Desk / First Line Support (Functional Mailbox).
NA Operations (Service Desk / First Line Support)

Notifications

The following notifications must be sent by the external parties:

e Confirmation e-mail (of the reception of the incident,
including the incident 1D);

e Status update notification (after the incident is accepted and
status changes to work in progress); this is used to monitor
the response time;

e Incident closure notification (automatic notification after the
incident is closed);

e Reminder notifications (by e-mail and/or phone).

Escalation procedure

See escalation procedure C.2 (in annex)

Table 5-3: EP1.1.2 Incident assignment to other parties

5.3 Servicerequest assgnment (EP1.2)

Item Description

ID EP1.2

Title Service request assignment

Purpose ITSM requests an action to be executed by the other party; e.g. to

provide access to Cls managed by that party; provide alog file;
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Item Description
€tc.
Different type of requests can be distinguished, such as:
e Request for support
¢ Request for documents (e.g. technical documentsto be
provided)
e Request for meeting (e.g. problem meeting, discuss issues,
efc.).
Initiator ITSM (Service Desk / Incident management group) (identified by
Functional Mailbox: xxx)
Other involved DIGIT/DC (Service Desk / Incident management group);
parties

CCN/TC (Service Desk / Incident management group);
X-Dev (Incident management group).

Involved contacts

The following roles are involved per external party:

e Service desk / First line support group (SPOC for receiving
all service requests);

e Incident Manager;
e Incident resolver (assignee of the service request);
e [Escalation contact.

Each party must define a single point of contact (SPOC) for
receiving service requests from ITSM Service Desk. This contact
is a least identified by (1) Functional Mail Box; (2) Name of
department/group and associated contact details; (3) Responsible
Manager for this group/department (e.g. Service Desk Manager);
(4) Responsible Incident Manager; (5) Escalation contact.

Procedure reference

(FQP)

IM 1.2. Assign incident (assign service request to an external
party).
IM 2.1. Investigate and diagnose

Trigger(s)

Request issued;

Request approved,
Request planned/assigned;
Request completed,;
Request closed.

Information/ Data

Request details. The request refers to the service catalogue items
ordered/requested.

Direction

Two-ways
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Item Description
ITSM h— ASSIgN / raise new service External
request | paty

Provide additional information =)
/ updates

Reminders / status request =

| @ CONfirmaation / Acceptance

Status updates /
[ Additional questions

| e REQJUEST ClOSUTE

Possible interface
method / technology

E-mail

Frequency

Ad-hoc (event driven)

Procedure

In case a standard activity or task needs to be executed by the
external party a service request isissued by the ITSM Service
Desk.

A broad range of different type of service requests can be raised
such as:

e Support request (provide technical support or assistance);

e Meeting request;

e Accessrequest (for access to Cls managed by the other
provider);

e Standard changes (according to the service catalogue);

e Request for information and documentation (e.g. log files,
configuration settings, €tc.);

The procedure for issuing requests follows the same procedure as
defined for handling incidents (and assign incidents to external
parties). See procedures defined in chapter 5.2.

Controls

Requests need to be accepted and executed according to the
defined SLAS.

Escalation procedure

See escalation procedure C.1 (in annex).
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Item Description

Template Not defined.

Degree of Formally documented, formalised and implemented.
Implementation Documented in the FQP (Service Desk and Incident Management

procedures) and covers any/all parties assigned Service Requests.

Comment: All services/actions and requests are managed by the
Service Desk (No direct interface between internal ITSM parties
and external parties).

Comment: not all mentioned information/data is currently
consistently exchanged between providers.

Table 5-4: EP1.2 Service Request Assignment
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5.3.1 Request for support (EP1.2.1)

ITSM may need support from external parties such as X-DEV during test activities.

Covered in procedure as defined in chapter 5.3. Different types of requests for support are
needed; for example:

e Ad-hoc requests: during preSAT, providing any support needed by the testersin running
the tests or establishing the environment.

e Request for support (related to defects, issues and/or change requests); during preSAT,
investigating and resolving issues on the application under test; during preSAT,
participating in al relevant meetings to take action on issues and change requests.

Depending on the type of support needed, the following can take place:
e Small questions during test campaign: ITSM can contact directly X-DEV;
e Other questions: ITSM can open acall to X-DEV;

e Small issuesidentifications during test campaign: ITSM opens a TIR which resultsinto
acall creation assigned to X-DEV;

e Need for onsite support: the need is first communicated to DG TAXUD who will decide
whether or not the need is legitimate and if X-DEV can provide the support;

e Need for training: the need is first communicated to DG TAXUD who will decide
whether or not the need is legitimate and if atraining can be issued.

5.3.2 Request for meeting (EP1.2.2)

ITSM may request a meeting with external providers. This procedure is defined in chapter
5.3.

5.3.3 Request for information / documentation (EP1.2.3)

ITSM may request specific information and documents from external providers (e.g. design
specifications from X-DEV). This procedure is defined in chapter 5.3.

For non operational matters, the request of information should first be addressed to DG
TAXUD.

External providers must timely provide the necessary documentation to ITSM.
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54 Changeassignment (EP1.4)
Item Description
Procedure ID EP1.4
Owner ITSM Change Manager
Title Change assignment.

Purpose / scope

ITSM raises a request for a change to be implemented by another party
(for example a change requested by ITSM AM to CCN/TC in the scope of
a new application release and mentioned in an IPR procedure).

This shows that all the documents need to be reviewed by all stakeholders
out of ITSM Infra

Initiator (role)

ITSM (Change management group — Xxx);
DIGIT/DC (Change management group);
CCN/TC (Change management group).

Other involved | DIGIT/DC (Change management group);
parties CCN/TC (Change management group);
NA Operations,
X-DEV (e.g. to implement aresolution for an identified problem).
Involved Thefollowing roles are involved per externa party:
contacts e Service desk / First line support group (SPOC for receiving all formal
change requests);
e Change Manager;
e Change coordinator and/or assignee (key contact managing the
change);
Each party must define a single point of contact (SPOC) for receiving
change requests from ITSM Service Desk.
Related FQP ChM 4.1 Order change implementation.
procedures
Trigger(s)/ Change assigned to external party;
Event(s) Change approved;
Change planned (or plan updated);
Change implemented,;
Change closed.
Information/ Change record details; including:
Data
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Item Description

e ChangelD;

e Changetitle (oneliner);

e Change description;

¢ Requested by;

e Change category;

e Reason;

e Related Service/ Cls;

e Date/times (requested date/time, required implementation date);
e Attachments (with additional details).

Updates:

e Status (including approval status);
e Planned implementation date;

e Planned outages (if applicable).

Direction Two ways.

ITSM External
party
Assign new change (task) ——

Provide additional information ————)
/ updates

Reminders / Status request ——————

| e Chiange approved

Status updates /
[ \dldlitional questions

[ Change implemented

Change / Task closure
-— (and resolution)

Interface Different technologies are used to interact with external parties:
technologies/

tools used ¢ Emal

e OWITSM (only within ITSM)
¢ IRMA (for changes managed by DIGIT)
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Item Description

Frequency Ad-hoc (event driven).

Procedure A change request can be raised to an external party and/or the external
party can request a change to the ITSM organisation.
Each party involved assigns a single point of contact (organisational entity
or group) to receive requests for change (referred to as the Change
Management group).

Controls The following targets are identified for the changes:
e Response time: eapsed time to inform the requestor of the registered

change (including the deadline for the acceptance);
e Approva and planned time: elapsed time till the change has been
reviewed, planned and approved (or rejected);

e Implementation against agreed target date/time.
After acceptance the planned implementation date is determined; this date
Is used to monitor the performance of the provider.

Escalation See escalation procedure C.1 (in annex).

procedure

Template A change can beraised to ITSM by the usage of XXX RFC template.

Degree of Operational / Ad-hoc

implementation Comment: not all mentioned information/data is currently consistently
exchanged between providers.

Table 5-5: EP1.4 Change assignment
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54.1 Changeassignment toDIGIT (EP1.4.1)

ITSM may request specific operations on file systems, table spaces, oracle databases and db
accounts of the existing systems hosted by DIGIT. This type of request are called Mirella
Requests

Item Description

Interface Incident isregistered in:
technologies/ tools .

ez e owlTSM;

e Mirdla(of DIGIT).
E-mail isused for confirmation and notifications.

Procedure ITSM does not have direct access to Mirella to request services
on file systems, table spaces, oracle databases and db accounts to
DIGIT. The requests for services must therefore go viaDG
TAXUD R5.1SD.

General procedure of assigning aMirellarequest to DIGIT:
e |TSM Application Management fills-in the Mirella Form

e Incident isfirst registered within the owl TSM system
(according to the FQP procedure IM.1.1);

e Incident isassigned to DG TAXUD R5.1SD within the
owlITSM system (according to procedure IM.1.2);

e DG TAXUD R5.1SD creates arequest for servicein Mirella
based on the details included in the Mirella Form.

e Therequest isregistered according to the DIGIT change
management procedure

e DG TAXUD R5.ISD receives an acknowledgement from
DIGIT with the defined request identifier;

e DG TAXUD R5.1SD informs ITSM Service Desk with a
confirmation e-mail;

e The confirmation e-mail including the request identifier is
copied into the original incident record within ITSM (see
FQP procedure IM.1.2).

Information/Data The data needed for requestsregarding database Request for
Action:

e Application name
e Application description
e Contact information (mailbox or phone number)

e Application Status (possible choices. production, staging,
devel opment, testing or training/demo)
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Item Description

e Application type (possible choices:. internet, intracomm,
SIC/Adonis/Els/Ntcon, local to DG, Corporate)

e Oracle Database version and character set

e Optimizer mode (possible choices: cost based optimizer or
rule base optimizer)

e Oracle Options (possible options: context/intermedia,
partitioning, spatial, java, xml)

e Auvailability (possible choices: office hours or 24*7)
o Tablespace(s) (more than one can be defined):
o Name
o Size
o Parameters.
e Oracle user(s) (more than one can be defined):
o Schemaname;
o Default tablespace;
o Grants.
e Unix user(s) (more than one can be defined):
o Useid;
o Space requirements

The data needed for diskspace Requests for Actionson
Linux/Unix:

e Application name

e Application description

e Contact information (mailbox or phone number)

e New diskspace or extension

e DG Name

o Saver

e Zone

e Mount points or drive letters or DFS path

e Users+ type of access (full, read only, read/write, custom...)

e Groupstype of access (full, read only, read/write, custom...)
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Item Description

e Shdl

e Disk space already assigned (in GB)

¢ Requested complementary diskspace (in GB)
e Total diskspace (inGB)

e Target Date

e Other remark

The data needed for ftp store requests:
e External organisation information
e Company name
e Contact name
e Email address
e Telephone
e FTP Account information:
o User name;
o Folder name.

Template Mirellatemplates:
e Diskgpaceform;

e Oracleform

Contact details DIGIT CAB. DIGIT then assigns the call to relevant department
for handling.
Notifications Notifications are sent through e-mail or over phone conversations

based upon the following events:
e Auto-confirm notification (after creation of the call);

e Status update via phone conversations (after the request is
submitted and registered at DIGIT CAB);

e Change closure notification from DIGIT to DG TAXUD 1SD
over the phone once the change is implemented, then DG
TAXUD ISD sends email to ITSM SD.

Escalation procedure | Follow-up isdriven by ITSM Service Desk

The reminder are not being sent directly to DIGIT but to DG
TAXUD R5.1SD who is handling the request.

Table 5-6: EP1.4.1 Change assignment to DIGIT

ITS-|RPT-SCO06-EPP-004-+-+External +Processest+Evolutivetmaintenance+v1.00_TAXUD Page 76/140



ITSM external processes & procedures definition and REF.: ITS-IRPT-SC06-EPP-
description 004

ITSM DLV 8.6.1.2.2 - External Processes VERSION: 1.00
Transactional Interfaces ISSUE DATE: 27/05/2010

5.4.2 Changeassignment to CCN (EP1.4.2)
Specific procedures for assigning changes to CCN/TC:

Item

Description

Interface
technologies/ tools
used

Change requests are registered in:
e OwWITSM;
e ACFform (seetemplate)
E-mail isused for confirmation and notifications.

Procedure

ITSM hasto fill in achange request form which will be sent to
CCN by email.

General procedure of assigning a change request to CCN:

e Change request must first be registered within the owl TSM
system (according to the FQP procedure);

e Changerequest or related Change task is assigned to CCN
within the owlTSM system (according to FQP procedure);

e Fill in change request form (ACF template) providing the
details of the change request.

e |TSM receives an auto-acknowledgement from CCN after
registration of the change by CCN (viae-mail);

e The confirmation e-mail including the Change ID from CCN
is copied into the original change record within ITSM (see
FQP procedure).

Information/Data

The change request will contain the necessary information for the

planning and execution of the change.

Template ACF form is used to raise a change request to CCN.

Contact details CCN Service Desk. CCN then assigns the change request to
relevant group or person to handle.
See also contact list in appendix.

Notifications Notifications are sent through e-mail based upon the following

events:

e Auto-confirm notification (after creation of the call);

e Status update notification (after the change is accepted and
status changes to work in progress); this is used to monitor

the response time;

e Change closure notification (automatic notification after the

incident is closed).
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Escalation procedure | Follow-up is driven by ITSM Service Desk via the reminder
escalation process explained in C.2.

Table 5-7: EP1.4.2 Change assignment to CCN
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6. Data and Document Exchange I nterfaces

This chapter defines the generic data and document exchange procedures required to
exchange data between involved parties.

6.1 Deliver softwarerelease (EP2.5)

Item Description

Procedure ID EP2.5

Owner ITSM Release Manager
Title Deliver software release

Purpose / scope

Deliver formal software packages and installation procedures
(for DSL) including version control of delivered software
components (including associated documentation to be
incorporated into the ODL).

ITSM will maintain the DSL (library of software packages
including patches/fixes).

Initiator (role)

X-DEV (Release management group)

Other involved
parties

ITSM (Release management group —
XXX)

Involved contacts

The formal transfer of project deliverables is managed by the
Release Manager. X-DEV must define the following contacts per
project:

e Release Manager
e Configuration Manager

Related FQP
procedures

AM 3.4 Check Release completeness.
RM 2.1 Verify release consistency
RM 2.1 Verify release completeness
RM 2.3 Update DSL & CMDB

Trigger(s)/ Event(s)

Software release update (software package created/updated).

Information/ Data

Software packages including patches/fixes; associated
documentation and installation procedure and rel ease notes.

Direction

One-way

Interface
technologies/ tools
used

FTP (from X-DEV) and/or CD-ROMS (from suppliers)
DSL (maintained by ITSM)
Tested software is also published on CIRCA.
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Item

Description

ODL (for installation procedures).

Frequency

Based upon release schedule (planned rel eases or ad-hoc
patches/fixes).

Procedure

The development party must publish the latest software packages
according to the defined release procedure (including associated
documentation and installation procedures).

An e-mail isreceived from X-DEV and/or the QA Contractor
specifying the release of one or more packages.

The release will be downloaded from an FTP site from X-DEV.
This FTP site contains one or more folders containing the
software packages, associated document and required installation
scripts.

The entire released package is copied from the FTP site to the
DSL maintained by ITSM. Release data is associated with the
DSL (specifying the release number, original source and date).

Additional details of this procedure are defined in the FQP.

Controls

Change and release procedures are followed to provide updates
of the software packages (including patches and fixes).

Escalation procedure

See escalation procedure C.1 (in annex). See also Release
Management processin FQP.

Template

None

Degree of
implementation

Formalised and implemented. Formal procedure for handover of
software sources and associated documentation.

Table 6-1: EP2.5 Ddliver Software Release

6.2  Publish capacity and performance data (EP2.7)
Item Description
Procedure ID EP2.7
Owner ITSM Capacity Manager
Title Publish capacity and performance data

Purpose / scope

Provide capacity usage and trend data for the capacity plan

Initiator (role)

DIGIT/DC (Capacity management group);
CCN/TC (Capacity management group);
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Item Description

NA Operations (Capacity management group).
Other involved ITSM (Capacity management group)
parties

Involved contacts

Each provider must assign aresponsible contact for capacity
management.

Involved roles:
- Capacity Manager

Related FQP
procedures

CAP2.2 Analyse service capacity and performance data.
CAP3.2 Analyse resource capacity and performance data.

Trigger(s)/ Event(s)

On request (ad-hoc);
Monthly reporting cycle;
Capacity plan to be created (periodic revision on request).

Information/ Data

Capacity and performance data and trend reports;

Capacity and performance details per service/ application (from
an end-user perspective);

Capacity and performance details per Cl (on components).

Direction

One-way

Interface
technologies/ tools
used

E-mail (to Capacity management group) (it will in the future be
stored in the ITSM Capacity management database onceit is
available).

Remote access to monitoring data from CCN (web based).

Frequency

Scheduled or ad-hoc

Procedure

Each party must collect and analyse capacity and performance
datafor the IT infrastructure they are responsible for. The
collected data must be analysed and reported to the ITSM
Capacity Manager.

Capacity data needsto be collected on Cl level (individual
components such as a server) and on an application level.

Currently on an ad-hoc basis ITSM requests specific
performance and capacity data from external providers; by
raising arequest for information (see service request procedure
in chapter 5.3) and/or the provider is contacted directly by e-mail
or phone.

CCN publishes network performance and capacity data on the
CCN portal. On a periodic basis this datais collected and
reviewed. See FQP procedures as defined in the ITSM Capacity
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Item Description
Management process.
Controls Timely delivery of the capacity and performance datato be

included in the monthly report cycle and to update the capacity
plans.

Escalation procedure

See escalation procedure C.1 (in annex)

Template

Not defined

Degree of
implementation

For data monthly reported in the MSR/MPR the processis
operational.

For other data, the process stills needs to be formally started.

Table 6-2: EP2.7 Publish Capacity and Performance Data

6.3  Publish availability data (EP2.8)
Item Description
Procedure ID EP2.8
Owner ITSM Availability Manager
Title Publish availability data
Purpose / scope Provide availability statistics for MPR/M SR and availability

planning activities.

Initiator (role)

DIGIT/DC (Availability management group);
CCN/TC (Availability management group);
NA Operations (Availability management group).

Other involved
parties

ITSM (Availability management group)

Involved contacts

Each party assigns a person responsible for availability
management data.

Related FQP
procedures

AvM2.2 Analysis availability data

Trigger(s)/ Event(s)

On request (ad-hoc);
Monthly reporting cycle;
Availability plan to be created.

Information/ Data

Datato be provided:
e Monitoring definitions and thresholds;
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Item Description
e Collected availahility data;
e Availability trend reports.
Direction Two-ways
Interface E-mail (to Availability management group) (it will in the future

technologies/ tools
used

be stored in the ITSM Availability management database once it
isavailable).

Remote access to monitoring data from CCN (web based).

Frequency

Scheduled or ad-hoc (on request)

Procedure

The involved providers must implement availability monitoring
of the Cls under their control. On aperiodic basis, the collected
availability data and trend reports need to be provided to ITSM.

See FQP procedures as defined in the ITSM Capacity
Management process.

Controls

Timely delivery of the availability data to be included in the
monthly report cycle and to update the availability plans.

Escalation procedure

See escalation procedure C.1 (in annex)

Template

None

Degree of
implementation

Operational / Ad-hoc and/or Informal

Table 6-3: EP2.8 Publish availability data

6.3.1 Publish business monitoring data (EP2.9)

Item Description

Procedure ID EP2.9

Owner ITSM Business Perspective Manager
Title Publish business monitoring data

Purpose / scope

Provide business monitoring data (bus ness usages) for monthly
MPR/M SR and planning activities.

Initiator (role)

DIGIT/DC (Capacity management group);
CCN/TC (Capacity management group);
ITSM (Business Monitoring group — XxX)

Other involved

ITSM (Capacity management group)
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Item Description

parties

Involved contacts

Contacts within each provider responsible for monitoring IT
services from a business perspective.

Related FQP CAP2.2 Analyse service capacity and performance data.
EregeelitEs BP1.3 Collect data.
Trigger(s)/ Event(s) | On request (ad-hoc);

Monthly report cycle;
Business forecasts to be created.

Information/ Data

Busi ness usage/monitoring data includes the metrics and
statistics of the actual usage of the IT services by the business
(e.g. number of business transactions, per service, location and
time).

Direction

One-way

Interface
technologies/ tools
used

Document / report exchange (provide overview of capacity data).

E-mail (to Capacity management group) (to be stored in the
ITSM capacity management database)

Access to CCN portal (on which network related dataiis
published).

Frequency

Frequency differs per application (e.g. NCTS published daily
reports by E-mail and weekly on CIRCA).

On request; Daily, Weekly and Monthly.

Procedure

For each application, business volumes and business transactions
must be monitored (monitoring actual usage). For example: CCN
monitors business transactions through network monitoring.

Controls

Timely delivery of the business data

Escalation procedure

See escalation procedure C.1 (in annex)

Template

None

Degree of
implementation

Operational / Ad-hoc and/or Informal

Comment: currently only ITSV and CCN provides business
monitoring data.

Table 6-4: EP2.9 Publish Business-Monitoring Data
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6.4 Knowledge and document exchange (EP2.10)

Item Description

Procedure ID EP2.10

Owner ITSM Configuration Manager

Title Publish knowledge / documentation

Purpose / scope Exchange technical documentation, support documentation, etc.

(handover to operations)

Initiator (role)

X-DEV (Configuration management contact per project)
QA Contractor (for documentsto be reviewed)

Other involved
parties

ITSM (Configuration management group)

Involved contacts

For each project X-DEV defines one or more contacts
responsible for configuration management and release
management of project deliverables (including: installation
guides, design specifications, technical manuals, etc.).

Related FQP AM3.3. Acquire knowledge.
procedures Inf7.1 Conduct knowledge acquisition.
AM 2.2 Perform artefacts review.
Trigger(s)/ Event(s) | Release implemented (provide updated documentation);

Documentation is completed.

Information/ Data

Knowledge/documents related to the applications and support
procedures. Thisincludes:

e Design specifications,
e |nstallation procedures/guides;
e Technical documentation;

e Operations manuals;

o FAQ;
.
Direction One-way
Interface Different technologies are used to exchange documents: e-mail

technologies/ tools
used

and FTP.
Documents are stored on ITSM Portal, and shared folders.

The formal reception of a document to be reviewed is registered
in owlTSM and Jira (task for the technical review).
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Item Description
Frequency Based upon releases/changes (planned)
Procedure The development party must create a set of documentation that is
relevant for the handover and daily operations of the applications
(part of knowledge transfer and training).
Transfer of documents is done according to two different
procedures:
1) Deliver adocument that needs to be formally reviewed
(technical review); this procedureis covered by the service
request procedure, see chapter 5.3.
2) Dedliver arelease/ package consisting of a set of documents
(through FTP); see chapter 6.1.
Comment: Data/ document exchange is managed through the
ITSM Service Desk (There are no direct interfaces between AM
and 3rd parties).
Controls Test and acceptance procedures (defined in release management)
Escalation procedure | See escalation procedure C.1 (in annex)
Template Currently no template defined
Degree of Operational / Ad-hoc and/or Informal
implementation

Table 6-5: EP2.10 Knowledge and Document Exchange

6.4.1 Conformance Testing: external interfaces

For Conformance Testing, DG TAXUD hasrequested in [A12] that ITSM would document
the current practices of information exchange with ISPs. In the context of this process, the
following ISPs have been identified for this particular process:

1. X-DEV

2. National Administrations (NAS)

As per the FQP Conformance Testing Annex (see [R17]) process description of
Conformance Testing (CT), Table 6-6 shows at which point in the process ITSM interfaces

with ISPs:
Originator | Receiver ggg% Process Activity MIEES | (ITETE Te el ENGHELEE
ITSM CT Specify See page 89. Used in the
X-DEV Engineer CT12 | requirementsfor Conformance Testing
respective Organisation (CTO)
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Originator | Receiver ggg% Process Activity e IFeiE e SERIEm el
environments document.
ITSM National Project Plan
NAs Campaign | CT1.3 | Collate NPPs (NPP).
Coordinator
ITSM Verify and Documented in
Campaign | NAs CT15 reeysch edule Conformance Testing
Coordinator « Time Table (CTTT).
ITSM Review Service request vial TSM
Sarvice resource needs Service Desk,
NAs Desk Cri7 anc_l request No specific templateis
Operator zra]zs;t;nce i available
Calendar invitation to
ITSM NA Kick off CT conference call or video
Campaign A CT1.10 | Campaignsand conference
Coordinator | @ trainings Output will bein meeting
minutes
Calendar invitation to
ITSM NA Perform CT conference call or video
Campaign " CT 1.11 | Campaign Close conference
Coordinator | @ out Output will bein meeting
minutes
ITSM Documenttest |1 Test results documented in
NAs Campaign | CT25 | resultsand aCT Report for mode 1.
Coordinator communicate
2 Liaison with CCN/TC :
ITSM CT | CCN Ensure DG ITSM CT Engineer
Engineer CT31 |TAXUDCT requests call creation to
9 environment Service Desk.
ACFisan input
2 Calendar Invitation to
ITSM . conference call or video
Campaign NA CT3.2 CK:EIP K OfC]; N2As conference
; mode
Coordinator | QA Output will bein meeting
minutes
ITSM CT Hand-overtest | 2 Test scripts, data and or
Tester NA CT34 | scriptsand test applications are made
data availableto NAsvia
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Originator | Receiver ggg% Process Activity MIEES | (ITETE Te s ENGHELEE
CIRCA.
The ITSM CT Tester will
then ensure by email that
NA isready.
ITSM 2 ITSM logsincidentswith a
Sarvice Receive and link to the Service Request
NAS Desk CT3.7 | dispatch any for a particular campaign.
Operator request and/or No template exists for
incident incident logging; NAs use
e-mail.
ITSM 2 ITSM logs a Service
: . Request. No template
Service Validate/analyse i ;
NA Desk CT3.8 test results Ie:)(glj 3?1 fggr service reguest
Operator NAS use email.
2 ITSM Campaign
coordinator transmitsthe
_ request to Service Desk.
Receive NA o _
ITSM request and ask ITSM logsincidents with a
NA Campaign | CT3.12 | o Desk to link to the Service Request
Coordinator create action for a particular campaign.
No template exists for
incident logging; NAs use
e-mail.
Mode 2: 2 Service request created by
ITSM Provide ITSM Service Desk
Service xDev CT 3.10 | necessary
Desk support to
ITSM Tester
3 Liaison with CCN/TC :
ITSM CT Ensure DG ITSM CT Engineer
Engineer CCN CT42 | TAXUDCT requests call creation to
9 environment Service Desk.
ACF isan input
3 Calendar Invitation to
ITSM CT Kick off NA conference call or video
ICKO S conference
Coordinator NA CT143 CT _ _ )
Output will bein meeting
minutes
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Originator | Receiver ggg% Process Activity e IFeiE e SERIEm el
3 Test scripts, data and or
applications are made
Hand-over test availableto NAsvia
ITSMCT | A CT45 | scriptsand test CIRCA.
Tester _
data The ITSM CT Tester will
then ensure by email that
NA isready.
ITSM 3 ITSM logs a Service
. . Request. No template
Service Validate/analyse : .
NA Desk CT4.9 test results ﬁ;(é Ztﬁ] ;gr service reguest
Operator NAS use e-mail.
Monitor and 3 Service request created by
ITSM provide ITSM Service Desk
Service xDEV CT4.11 | necessary
Desk support to
ITSM Tester
3 ITSM Campaign
coordinator transmits the
) request to Service Desk.
Receive NA o _
ITSM ITSM logsincidents with a
NA Campaign | CT4.13 | requestand as link to the Service R
Coo i nator - Service Desk to ink to the Service Request
create action for a particular campaign.
No template exists for
incident logging; NAs use
e-mail.

Table 6-6: Process Stepsin CT, with interfaces to external parties

6.4.1.1 CT: Description of theinterface templates and documents with exter nal
parties

The templates, to which ITSM refersin Table 6-6, are described below.

Conformance Testing Organisation (CTO) Document

The content of this document will dependent on the nature of the application, but will
contain at least the following information:

+ The planning of atest campaign
» Key Milestones
» The Test Environment

¢ Infrastructure
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» Software needed
» Preparation of the environment (configuration)
» User profiles
+ Conformance test support services within CPT
s ITSM organisation within CPT
» ITSM contact points
» Communication procedures
%+ Specific procedures
¢ Report templates to be used
s Test data

National Project Plan (NPP)

The NPP contain — dependent on the business thread — information on the planning of the
(Conformance) Testing activitiesin agiven NA.

The samples below in Figure 6-1 and Figure 6-2 demongtrate that in each case the following
values are provided:

e NA abbreviation

e [ssueDate

e Reference

e Project of Description
e Start Date

e EndDate

Taxation-VAT

Issue Date
Enter date of

I1SO Country code: update (Format:
Issue Dale: 28-1108 | ddimmlyyyy)

Development Local Testing

RIT Testing (Optional) Migrationto Comment

Production #

Conformance Testing

End date End date Start date End date Start date End date Planned date
PJ-1 [CorellD Dane
PJ-2 |B2B Done
P13 [HWAT 31-05-09 01.06.2009 30.08.2009 01-07-09
P-4 |3rd MS 31-05-09 01.06.2009 30.06.2009 01-01-10
PJ-E [Fuzzy Matching 31-05-09 01.06.2009 30.08.2009 01-01-10
PJ-6 |TOD = 5 years 2 manths after the Specs distribution
PJ-7[WAT refund 30-08-09 01.10.2009 20.11.2009 21-11-09 20-12-09 01-01-10
PJ-8 [Reduction of Timeframes 10-09-09 11.09.2009 10.10.2009 11-10-09 11-11-09 01-01-10 1
PJ-0 [Datagram TOD 10-03-09 11.09.2009 10.10.2002 11-10-09 11-11-03 01-01-10 2
1. ltirncheva: CT - We need at least 4 months after the Specs distribution
2. ltimcheva: CT - ¥We need ar. 2 months after the Specs distribution; It could be done in parallel with Reduction of timeframes, but not earlier.

Figure 6-1: NPP-Taxation-VAT-BG-20081128
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Ref [Milestones |Start date |[End date |
NCTS Phase4
MA-AD
Issue Date 26/04,2008
NATIONAL MILESTONES
AD 28-04-08| 1|MM-1 [MTA Specifications Completed 06-02-08| 30-07-08
AD 28-04-08| 2|MM-2 [MTA Development Completed 31-07-03| 31-03-09
AD28-04-08| 3|MM-3 [Successful Completion of Made 1 Testing 10-04-09| 30-04-09
AD 28-04-03| 4|MM-4 [Update of the CCN enviranment 01-04-09| 09-04-09
AD 28-04-08| 5|NM-5 [Update of C5/RD Reference Data 15-06-09| 15-06-09
AD 28-04-03) B|MM-B [Mational Domain Fully Prepared 15-06-09| 15-06-09
AD | 28-04-08 7 (MM-7 |External Domain Fully Prepared 15-06-09| 15-06-09
AD28-04-08) B|IM-1 |Entry date Cormmitment to ECG (MCTS) 01-12-03| 01-12-08
AD28-04-08) 9(IM-2 [Successful Mode 1 Testing Dermonstrated 30-04-09| 30-04-09
AD | 28-04-08] 10|IM-3  [Pre-Conformance Testing Succesfully Completed 01-05-09| 21-05-09
AD28-04-08| 11(IM-4  [Actual Conformance Testing Successfully Completed 22-05-09| 11-06-09
AD28-04-08] 12/(IM-5  [Trainipg of MCTS Users and Support Staff (and Trader Liaison) Completed 16-03-09| 12-06-09
AD | 28-04-08] 13|IM-B  [Interfational (Mode-3) Testing Successfully Completed 17-06-09| 23-06-09
AD 28-04-08| 14|IM-7  [Final Entry Management Concluded 17-06-09| 26-06-09
AD | 28-04-08| 15(IM-Ba [Countdown to Phase 4 Operations for MCTS security & ATIS 29-06-09| 01-07-09
AD | 28-04-08| 16|IM-8b [Countdown to Phase 4 Operations for MCTS new enquiry & recovery 29-06-09| 30-06-09
AD 28-04-08| 17 |EM-1 [Availability Date of MCTS phase-4 aligned Specifications for EDI Traders Conng  30-07-08| 30-07-08
AD | 28-04-03| 18|EM-2 [Availability Date of MCTS phase-4 aligned Test Environment for EDI Traders Cgq 01-04-09| 01-04-09
AD | 28-04-03| 19| EM-3 [Availability Date of MCTS phase-4 aligned EDI Traders Connection 01-07-09| 01-07-09
AD | 28-04-08| 20 |EM-4 |Availability Date of MCTS phase-4 aligned Web Application for Traders Conneg| 01-07-09| 01-07-09

Figure 6-2: AD-NCTS-P4-NPP-R
Conformance Testing Time Table (CTTT)

Based on all the NPPs from the participating NAs, a Conformance Testing Time Tableis
then consolidated.

The samplein Figure 6-3 shows in which kind of testing activities will take place in which
NA, at which date.

ECS - Caltion " Caltion
Number
of M5
DatelMS AT BE BG CY CZ DE DK EE ES FI FR GR HU IE IT LT LU LY MT NL PL PT RO SE 51 5K UK Testing
Pre-CT Slot
CT Slot | [ [ 1 [ 1
1-0z2-09 Pre-CT  Pre-CT Pre-CT 3
12-02-08 FPre-CT _ Pre-CT Fre-Cre-CT 4
13-02-09 Pre-CT  Pre-CT Pre-Chre-CT 4
14-02-09 T T 1 | I 1]
15-02-08 1T 1 | | 1]
16-02-09 Pre-CPre-CT  Pre-CT Pre-Cpre-CT Pre-CT E
17-02-08 Pre-Cpre-CT  Pre-CT Fre-Chre-CT Pre-CT E
13-02-09 FPre-Cfre-CT _ Pre-CT Fre-Chre-CT Pre-CT B
13-02-03 Pre-Cpre-CT  Pre-CT Pre-Chre-CT Pre-CT 3
20-02-09 Fre-CPre-CT  Pre-CT Fre-Cre-CT Fre-CT B
21-02-09 [ T T 1 I 0
22:02-03 | [ [ 1 | [ 1 0
23-02-09 Pre-Cpre-CT  Pre-CT Fre-CT FPre-CT i}
24-02-09 Fre-Chre-CT__FreCT [Ta] Fre-CT Pre-CT 5
26-02-09 Pre-Cpre-CT  Pre-CT Fre-CT Pre-CT 5}
2E-02-03 FPre-Cfre-CT _ Pre-CT Fre-CT Pre-CT i}
27-02-09 Pre-Cpre-CT  Pre-CT Pre-CT Fre-CT 7]

Figure 6-3: Sample of ITSM - eCustoms - CTTT v0 02 -Consolidated-ECSNCTS-
ICS_SPEED_06-03-2009.
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Conformance Test Confiquration Sheet (CTCS)

The CTCS information can be an attachment to the CTO document discussed supra. It
contains the configuration information received from the X-DEV parties, necessary for the
CT-activity.

IT il ERF-CTIC 4]
= E 3 FOEE IO "HPE TG JEE THlc I
M T Tk - 20005 [
CONFORMANCE-TEST-CONFIGURATION-SHEETY
1 =+ CCHN/CSIFCONFIGURATIONY
The quenesnsed Iy TT Atorreceite rhessages frott FEL & 1 are distringted as-folloarf
TTA: Rolea TTA (ueueso a
O0EXPs s COEE- OO FEET- QUE ECS b GRT ECT H
3 ADRITH- D OF e ECT- QUEECE @D DL ECT
4 FEPORT- QR - FCT- QUEECS @D G0 ECH
OOEMTI 3 CORE- OOEMT Teoe BET- QTTE. BCS @il oD ECT H
s ADRITH- OOEST Leoe RCT- QUE. ECS @0 G-I EC|
++ EEPCRT-O0EXTIooc ECT- QUEES S @D OO ECH
QOEDT & 4 CORE- OOEMT feecFOT- QTTE. BES @l oD ECT H
s ADRITH- OOEST feoeRCT- QUE ECS @D G-I EC|
+— BEPORT-O0ENT fepe EOT- QUEED S @D GO ECH
OOLD e +— COEE- OOLD Gege FECT- QUE. BC 5D GoCT BCq “
3 ADRTH- O0LD o R OT- QUEECE @D FDIEC]
o FEDORET- Q0L e FOT- QUEECS @D G20 BECH
IOTH — CORERCT-QUEECS @ LITATT A madl H
4 ADMTH-ECT-QUEECS @ CIISTT A nat
+—REPORT-RCT-QUTEECS
Tl Fontings table- of the: MEC & chienild: beepdated arithethe: quees fethe sboe-table
ll
T
2 =+ TTA-DATA-CONFIGURATIONY
TTA Rolen Coumdryn Cusbomn: Ffcen o
QOE-DH H i i
OOEST D u i i
O OEST S i i i
OOLD O u i B
T H i i
A1 theser oxstoene offic es humre- tor e declared: as ECS-mrethe- IUT databace q]
l
.3 =+ USER-ACCESY
Thixe I & Thagos ]
Thize Pas smmordis Thils pasoamord pon Tec e e by fasds i
TT & Fanote: Coreale: Idd BTy i
TT & Fanote: Coreole passarordid This-pasoarord yon rece mre: by faid i
T

Pk clonll e plcs d b e T comdrr cods o f e TOIT
Files mr ol e ae placed b e sl vallb ook dfor - oo mulr ||

ITSME- CTCS Tanplabewl-019

Figure 6-4: Sample of CTCS data
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Application Configuration Form (ACF)

The ACF Form contains the configuration settings needed on the CCN gateways of the NAs
concerned with the CT-activity.

In Figure 6-5, Figure 6-6, Figure 6-7 and Figure 6-8, the various configuration settings are
captured. These files become Clsin the CMDB when an application goes in production.

CCN/CSI APPLICATION CONFIGURATION FORM - Part1 (1)

ccn Jrganisation Name:

covrdnmlinstinnlinmme: MECA-RCT-APF.ECS

e e e Y 1 N N O A S N S S A

condagress
crmddaress Tyre (4) [ ] TcPIP [ ]luez [ ] #cPe

(] LANCORM
crvmAd e e c -
Adecdanizms: (31041 ] []iLe []aHc
conlefsuitaecunpectaniams. (4] | 1L = []sHC

[1] must be Filled only Far external applications

[2) must not be filled on the form returned o CCRITC

[#] multiple values are permitted

(<) must be filled anly when different from walue specified far the platform supporing the application

Figure 6-5: ACF, Part 1, sample
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CCN/CSI APPLICATION CONFIGURATION FORM - Part 2

ettt ot (4]

] Flstiem Tyme: ||| AKX [] Reliantumizsx [ ] Ovmx 2
] [] ociossis [ ] solaris 54 [ ] HFu=10s
] [ 1/ Targon 4. [] siniz 5 [ 1 Digitaluni 4.4
] [C]ncruMmmP s [ ] windows 96T [ IBMIMYS
] [1/smieszomn [1 eumscos? [ 1 Bunccoss
] I A
Srecdic dsts
S T L

<) must be filled anly when different from value specified for the platform supporting the application

Figure 6-6: ACF, Part 2, sample

CCN/CSI APPLICATION CONFIGURATION FORM - Part 3
|| eoniefsnmCoseFage (4) []luTFs [ ] /10853 [ 1 1s0ss6a7
INEEE [] emzar [] emzrr
[ 1/erazrs [] 1emzz0 [1 enazes
[ ] emzas [] 1emzar [ ] ers00
[ 1/ 1eraers [] 1erazs0 NEEEE
|| comdnniatinnd ctivarna oo Initiator [ ] Prestarted [ ] onDemand
Acceptar Acceptar
: cemdndivatimEdodamreiores |:| Synchronous Asynchronous
: (e A L R |:| True False

] () must be filled only when different from value specified for the platform supporing the applization

Figure 6-7: ACF, Part 3, sample
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CCN/CSI APPLICATION CONFIGURATION FORM - Part 4
|| eonfetsuats
|| - Cnescw Traii: [ ] DefaurcoT
|| - ComprercionSegured: |:| Tes |:| Mo
|| - Compression Atpcritmid [] Lzw
|| - ComsigemiaipSogured [ es [ ma
| - dvegrivpSequied: [[] ves [] Mo
|| - tigenay [5)
|| - Gegragedoetmatved: [[] es [] Mo
|| - BerpyTodevetiame: oo oo
] - ol nticen eRception |:| epception- Epiration
‘withDlata
|:| eupiration conbrmOnArrival |:| conkirmOnArrival-
WithDlaka ‘withDlata
confirmanDelivery |:| confirmanDelivery- |:| copyileszageld-
‘withDlata ToCarrelationld
|:| pas=sCorrelationld newhlessageld |:| passMezzageld
comateamame
L A A L I L U O U

Figure 6-8: ACF, Part 4, sample
Conformance Testing (CT) Daily Report

In the screenshot in Figure 6-9 below, ITSM documents the template for the CT Daily
Report. The sample shown below is taken from a CT-cycle for NCTS. The columns of this
report and their meaning are presented in Table 6-7 below:

Field Names Description or purpose of the field

Test Category ID Testing categories: the Conformance Test Protocol defines the test scenarios
that will be used during Conformance Testing. The test scenarios are
categorised in anumber of testing categories. The following categories are
defined for this particular sample:

e Application Protocol Tests
e Business Tests
o EDIFACT errors Tests

e Functional errors Tests
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M/O The test scenarios to perform are classified as either Mandatory or Optional.
The NAs choose which of the optional tests to execute.

Scenario Refers to test scenarios described in the CTO document.

Role of the IUT The Implementation under Test (IUT) may have severa roles, which all need
to be tested. This column indicatesin which role the test scenario needsto be
run. The content of this column will be dependent from the tested application.

Data set Each test scenario can be executed by using at least one dataset. However, in
order to ensure that all possible cases have been tested, some test scenarios
will be executed with more than one dataset. (More information isavailablein
the CT Plan document)

Title Description of the Test Result

Date> Execution Date of the Test.

If the mention 'Planned’ is available in the Remark, this date will represent the
scheduled date of test.

Cal Status of test according the NA.

Status Status of test according the NCTS-CO.

Log Files Log Files published on the ITSM Portal Publishing Platform: the log files are

archived by the TTA at the end of the execution of the scenario.

In pre-Conformance testing, log files related to failed tests will be posted on
the ITSM Porta Publishing Platform

In Actual Conformance Tests, all log fileswill be posted on the ITSM Portal
Publishing Platform.

Table 6-7: Explanation on values of the CT Daily Report

Test Category [D [« MAD |~ Scenario |~ Role of the IUT |~ Data set |« |Title [+
Application Protocol test hd AP-01 QoExp A Successful Exiting of Goods
Application Protocol test b AP-01 OoExiD A Successful Exiting of Goods
Application Protocol test il AP-02 OoExp E Goods Stopped at Exit due to Major Discrepancies
Application Protocol test il AP-02 OoExp M Goods Stopped at Exit due to Major Discrepancies
Application Protocol test ha AP-02 OnExtD E Goods Stopped at Exit due to Major Discrepancies
Application Protocol test hd AP-02 OoExD Il Goods Stopped at Exit due to Major Discrepancies
Application Protocol test hd AP-03 QoExp C Status Reguest/Responss
Application Protocol test il AP-03 OoExp o] Status Request/Response
Application Protocol test il AP-03 OoExtD C Status Request/Response
Application Protocol test ha AP-03 OnExtD o] Status Request/Response
Application Protocol test ha AP-04 OoExp u] Cancellation
Application Protocol test hd AP-04 QoExp P Cancellation
Application Protocol test il AP-D4 OoExtD o] Cancellation
Application Protocol test il AP-04 OoExtD P Cancellation
Application Protocol test ha AP-05 OoExp E International Diversion Accepted

Figure 6-9: CT Daily Report sample

Conclusion on templates currently in use

Depending on the business thread, the templates may vary e.g. the NPP template.

Standardising these templates for all the business threads would make it easier to consolidate
theinformation for ITSM. We recommend that a Continual Service Improvement activity be
started to that end.

5 Thisand all following fields of thistable are not shown in sample

ITS-|RPT-SCO06-EPP-004-+-+External +Processest+Evolutivetmaintenance+v1.00_TAXUD Page 96/140




ITSM external processes & procedures definition and REF.: ITS-IRPT-SCO06-EPP-
description 004

ITSM DLV 8.6.1.2.2 - External Processes VERSION: 1.00

Data and Document Exchange Interfaces ISSUE DATE: 27/05/2010

6.4.2 Publish test deliverables (EP2.10.1)

X-DEV needs to ddliver all required documents, which ITSM needs to support the ITSM’s
test activities. They deliver these documents as part of the formal application and
infrastructure deployment and test activities in the FQP.

6.4.3 Publish installation guide (EP2.10.2)

X-DEV needs to deliver all required procedures and documentation required for installation.
These documents are delivered as part of the formal change and release procedures defined
in the FQP.

6.4.4 Publish development artefacts (EP2.10.3)

X-DEV needs to deliver all required development artefactsto ITSM. Thisisdefined in the
PQP and quality plan of X-DEV.

All relevant documents part of arelease must be made available to ITSM. External parties
must provide access to their internal document management system and/or publish all
documentsto ITSM.
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7. Alert and Notification I nterfaces

7.1 Introduction

This chapter defines the operational notifications which the external parties need to provide

to inform the ITSM Service Desk.

7.2  Event notification (EP3.1)

Item Description

Procedure ID EP3.1

Owner ITSM Infrastructure Manager

Title Event notification (for monitoring data/ detected events)

Purpose / scope

Inform ITSM of events detected by monitoring tools; for
example events detected in application log files, system events,
etc. which need to be investigated by ITSM and/or for which
ITSM need to be informed.

Initiator (role)

DIGIT/DC (Operations/ Monitoring group);
CCN/TC (Operations/ Monitoring group)

Other involved
parties

ITSM (Operations/ Monitoring group — Xxx).
ITSM (Service Desk — Xxx)

Involved contacts

Each service provider must assign a person (and group) which is
responsible for the day-to-day monitoring of the ICT
infrastructure within their domain. This monitoring group is
responsible to ensure that detected events are forwarded to the
ITSM monitoring group.

Related FQP
procedures

CAP 3.2 Analyse resource capacity and performance data
AVM 2.2 Analyse availability data

Inf 5.4: Filter event

Inf 6.1: Register and categorise event

Trigger(s)/ Event(s)

Event detected:;
Event cleared.

Information/ Data

Event information:

e Event ID (unique ID);

e Event type (classification of the event);
e Message details;
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Item Description
o Seveity;
e Source system / reported by (system which generated the
event)
e Affected configuration item(s) and/or service(s);
e Date/time detected;
o Dateftime closed (if applicable);
e Data (attachment with relevant data).
Direction One-way
Interface E-mail (to the ITSM Monitoring Mailbox: xxx)

technologies/ tools
used

Frequency

Ad-hoc (after detection of the event)

Procedure

ITSM may ask the external provider to monitor specific
conditions for which ITSM need to be naotified of (e.g. table
space of databases hosted by DIGIT).

Service providers must proactively inform ITSM of events
detected within their monitoring system (which are relevant of
ITSM operations).

Events from providers need to be forwarded to the ITSM
Monitoring Mailbox. In case the event must be investigated by
the provider itself an incident should be raised and managed by
the incident management process of the provider (see also
procedure 7.3).

Based upon the notification the event isinvestigated by ITSM in
more detail (if needed aformal incident is raised).

Comment: The specification of what type of events needs to be
forwarded isto be discussed in more detail (part of monitoring
and event management specifications such as thresholds).

Examples:

¢ Notifications generated by DIGIT related to system resources
(e.g. disk space, table space).

Controls

Events must be reported to ITSM within 1 hour of occurrence.

Escalation procedure

None

Template

N/A

Degree of
implementation

Formalised / implemented.

Comment: Notifications occur from external providers, however
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Item Description

only for unscheduled unavailability anotification is sent after the
service has been restored.

DIGIT BMC Patrol automatically sends alertsto ITSM
Monitoring mailbox for the following type of issues:

e Filesystem
e \Weblogic usage of resource
e Database availability .

Table 7-1:EP3.1 Event Notification

7.3  Incident notification (EP3.2)

Item Description

Procedure ID EP3.2

Owner ITSM Incident Manager
Title Incident notification

Purpose / scope

Inform the ITSM Service Desk of incidents affecting IT services
(including unscheduled unavailability) detected and managed by
other providers.

Initiator (role)

DIGIT/DC (Service Desk / Incident management group);
CCN/TC (Service Desk / Incident management group);

NA Operations (Service Desk / Incident management group);
X-DEV;

ITSM (Service Desk / Incident management group).

Other involved
parties

N/A

Involved contacts

ITSM Service Desk (Incidents need to be forwarded to the ITSM
Service Desk).

ITSM Incident Manager

Involved roles of the providers:

e Servicedesk

e |ncident Manager

Incident resolver (assignee of the incident)

Related FQP
procedures

IM 1.1. Register and classify call.
IM 2.3. Restore service and document solution.
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Item Description

IM 3.1 Communicate service restoration to Issuer.
Trigger(s)/ Event(s) | Incident detected;

Incident status update;
Incident resolved:
Incident closed.

Information/ Data

Incident ticket (from external party) containing the following
information:

e Incident ID (reference number);

e Title (oneliner);

e Description;

e Category / incident classification;

e Priority;
e Impact;
e Status,

o Affected service(s);

e Cause code;

e Reported by / contact person;
e Support group;

e Resolution/ Workaround,;

e Date/time occurred;

e Date/time resolved,

e Date/time closed.

Direction

Two-ways

Interface
technologies/ tools
used

E-mail (to the ITSM Service Desk Functional Mailbox)

Frequency

Ad-hoc

Procedure

Service providers must proactively inform the ITSM Service
Desk of any situation or incident that potentially affects the
security, availability and performance of 1T-services.

For example, CCN or DIGIT detects an incident related to a
configuration item for which they are responsible. ITSM need to
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Item

Description

be informed of thisincident in case this incident may affect the
performance and/or availability of servicesto the business (even
if ITSM isnot involved in the incident resolution).

Based upon the notification an incident is registered by ITSM
and the affected customers are informed.

The progress of the reported incident will be monitored based
upon the SLA/OLA targets.

This procedureisrelevant for incidents that may affect other
providers and thus need to be communicated to ITSM (details of
what type of incidents must be published will have to be
defined).

Controls

Incidents must be reported to the ITSM Service according to the
agreed timeframe defined in contractual agreements.

Escalation procedure

See escalation procedure C.1 (in annex)

Template

No formal template is used. The e-mail message contains the
incident details. The title should specify the following
information:

o Affected service/application
e Incident summary/title
e Code

Degree of
implementation

Operational (however no formal templates are used).

Comment: often not all required information as mentioned above
isprovided to ITSV.

The content of the above table has not been altered for the purpose of the evolutive

Table 7-2:EP3.2 Incident Notification

maintenance of thisddiverable.

7.4  Change notification (EP3.3)
Item Description
Procedure ID EP3.3
Owner ITSM Change Manager
Title Change notification
Purpose / scope Inform the ITSM Service Desk of al planned and closure of
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Item Description

changes.

The ITSM Service Desk has to announce scheduled and
unscheduled service unavailability and anticipated downtime to
users. Therefore, for Cl managed by other providers a
notification needs to be sent in case a change is planned and after
the change has been executed.

It isimportant that the ITSM Service Desk isaware of all
planned and executed changes (because change can affect the
occurrence of incidents reported to the Service Desk).

Initiator (role)

DIGIT/DC (Change management group);
CCN/TC (Change management group);

NA Operations (Change management group);
ITSM (Change management group Xxx).

Other involved
parties

N/A

Involved contacts

ITSM Service Desk
ITSM Change Manager

Change Manager of involved parties. Each party hasto assign a
Change Manager who is accountable for the planning,
coordination and communication of all changesto involved
stakeholders.

Related FQP
procedures

ChM 4.3 Inform RfC stakeholders
ChM 5.2 Report RfC implementation
RM 6.6 Prepare notification

Trigger(s)/ Event(s)

Unavailability scheduled (at least 48 hours upfront);
Change planned;
Change implemented (change closed).

Information/ Data

Change record containing at least the following information:
e ChangelD;

o Title

e Description;

o Affected services/configuration items;

o Affected customers/users;

e Scheduled outage start date/time;

e Scheduled outage end date/time.
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Item

Description

After implementation of the change in addition to the above the
following information needs to be provided:

e Actua outage start date/time;
e Actua outage end date/time.

Direction

Two-ways

Interface
technologies/ tools
used

E-mail notifications are used to inform ITSM of change updates.

Freguency Ad-hoc

Procedure External providers need to inform the ITSM Service Desk of any
scheduled unavailability (prior to execution) and send a
notification when the system is available again.

Controls All changes must be planned and forwarded to the ITSM Service

Desk at least 48 hoursin advance.

Escalation procedure

See escalation procedure C.1 (in annex)

Template No formal template is used for change notifications (e-mail
messages).
Degree of Operational

implementation

Comment: often not all required information as mentioned above
isprovided to ITSV.

7.5

Notifications related to unscheduled unavailability are covered by the incident notification

procedure (see 7.3).

7.6

A document called “Annex | - Specifications for implementing availability and continuity in
NCTS’[A5] specifies the common domain processes, procedures and rules that National
Administrations and Commission have agreed upon and adopted for handling availability

Table 7-3:EP3.3 Change Notification

Unscheduled unavailability

Availability and continuity management with NAs

and prolonged interruptions in the continuity of NCTS.

ITS-|RPT-SCO06-EPP-004-+-+External +Processest+Evolutive+tmaintenance+v1.00_TAXUD Page 104/140




ITSM external processes & procedures definition and REF.: ITS-IRPT-SCO06-EPP-

description

004

ITSM DLV 8.6.1.2.2 - External Processes VERSION: 1.00

QA/QC interfaces

ISSUE DATE: 27/05/2010

8. QA/QC interfaces

8.1 Introduction

This chapter defines the quality management interactions between ITSM and the QA

Contractor.

Quality management procedures are embedded in all processes and procedures as defined in

the FQP, CQP and PQP.

This chapter highlights these touch points with the QA Contractor and refers to applicable
detailed procedures already covered by the FQP (and/or Internal Procedures linked to the

FQP).

8.2  Audits, assessments and verifications (EP4.1)

Item Description

Procedure ID EP4.1

Owner ITSM Quality Manager

Title Audits, assessments and verifications

Purpose Cooperation with external audit activities (which also includes

assessments such as the maturity assessment).

Support the QA contractor to execute the required audit,
assessment and verification activities (part of Quality
Assurance).

The QA contractor performs periodic audits on behalf of DG
Taxation and Customs Union.

Initiator (role)

External auditor (QA Contractor)

Other involved
parties

ITSM
QA Contractor

Involved contacts

ITSM Quality Manager xxx) is the primary contact with the audit
team.

CSIP Manager (for action plan)
For the audit itself all ITSM roles may be involved.

Related FQP
procedures

FQP procedure paragraph 7.1.8 WP.0.9 - Co-operation with the
Commission during Quality, Process and Security Audits.
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Item Description
Trigger(s) / Request for an external audit (from DG Taxation and Customs
Event(s) Union)

Audit report created/rel eased
Audit meeting requests (e.g. exit meeting)

Information/ Data

Key documents exchanged during the audits/verifications:
e Audit Plan;

e Audit Report;

e Action plan (input for CSIP).

The audit is conducted as a mixture of interviews and inspections
of evidence in the form of documents or of records. Contractor
records relevant to the scope of the audit shall be made available
to the auditor.

Direction Two-ways
QA ITSM
Contractor
\F/{ee}?f?c?t;c:r? l'oar‘uefggessment -
Audit plan >
| g Conffirmation / Acceptance
Provide information, assistance,
[ Etc. need to support the audit
Audit report
| e AUt rEpOIt cOmments
€ FOIIOW-UP BCHONS e
Interface A broad range of collaboration and communication mechanisms

technologies/ tools
used

are used to support the audit interactions, these include:

e E-mail;

e Document exchange (e.g. using new ITSM Portal, CIRCA);
e Phone conferences,

e Face-to-face meetings,

e On-gitevidts.
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Item

Description

Frequency

Periodic audits (a least once a year according to the master audit
schedule) and/or ad-hoc.

Procedure

ITSM receives aformal request to participate in the external
audit (from DG Taxation and Customs Union). This notification
must be accompanied by the Audit Plan.

ITSM will nominate aformal point of contact for this audit.
ITSM will review the Audit Plan. If needed, modifications to the
plan are negotiated with the QA contractor.

QA Contractor will then make contact with the Contractor to
agree upon:

e Nominated participants,

e Times, dates and location for al interviews and data
collection activities;

e Any other details required for the effective execution of the
audit.

These details will be recorded in an updated Audit Plan, the text
of which will be appended to the Audit Report for information
pUrposes.

The ITSM Quality Manager will facilitate the audit by providing
the auditor with all necessary information (interview with ITSM
personnel, documents, logs, ...).

When the Audit report is received, ITSM has the possibility to
issue its position on it, and a meeting with the Auditor and DG
Taxation and Customs Union may be organi sed.

All non-conformities identified by the external auditor are
addressed as improvements by the CSIP. A follow-up sheet is
built, by listing the non-conformities identified and the external
Auditor’ s proposed solutions. The follow-up of the
implementation is assured by the CSIP team together with the
ITSM Quality Manager, who also takes care of organising
verification meetings with the Auditor.

Feedback on the implementation of preventive and corrective
actionsis provided to DG Taxation and Customs Union viathe
MPR and isdiscussed in BMM.

For more details see: Internal Procedure QA-QC [R9] paragraph
4.4 COOPERATION DURING EXTERNAL QUALITY
AUDIT.

Controls

Controls for the audit are defined in the audit plan.
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Item Description
Escalation See escalation procedure C.1 (in annex)
procedure
Template Audit Plan (maintained by the QA contractor)
Audit Report (maintained by the QA contractor)
Follow-up action ligt / action plan (from CSIP)
Degree of Implemented / Managed & Integrated (process is monitored /

implementation

managed and completely integrated within processes and tools of
the involved parties).

Table 8-1: EP4.1 Audit and Assessment

8.3  Follow-up on action lists (EP4.2)

Item Description

Procedure ID EP4.2

Owner ITSM Quality Manager

Title Follow-up on action lists

Purpose Monitor the outstanding issues/actions and progress made

according to the plan (as identified during audits, assessments
and verifications).

Initiator (role)

QA Contractor
ITSM Quality Manager

Other involved
parties

ITSM
QA Contractor
DG Taxation and Customs Union

X-DEV
Involved contacts ITSM Quality Manager

CSIP Manager
Related FQP WP.0.5 - Internal Quality Assurance
procedures FQP Chapter 8.3 Quality Assurance;
Trigger(s) / Status request (from QA)
Event(s)

Periodic status update
Mesting request (to review action plans)
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Item Description

Information/ Data | Action lists (Preventive & corrective action follow-up table ;
Tracking self-assessment corrective actions)
CSIP Action Lists and Reports

Direction Two-ways

QA ITSM
Contractor

Request status update =———

| e PUIDNIST &CtiON lists
(and status updates)

| ¢ Periodiic progress reports

| g CSIP action log reports

[ —— PIO(reSS MEELNGS m—

Interface The following tools are used to manage these interactions:
technologies/ tools e Emal
used ’

e Action lists (stored on CIRCA);
e Phone conferences;
e On-site mestings.

Frequency Continuous
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Item

Description

Procedure

The follow-up of the audit will be done through the follow-up of
a preventive/corrective action list.

Corrective actionsidentified viainternal or external audits are
followed-up through a corrective action list maintained for audit
tracking purposes, modalities for the follow-up on those actions
are agreed with the auditor.

In addition, as aresult of the outcome of CSIP activities an
action list is created.

The ITSM Quality Manager will take the necessary stepsin order
to make surethat all open actions are closed, by checking the
schedule given to implement the agreed actions. The ITSM
Quality Manager will also send reminders to the action owner. A
status of this follow-up will be reported in the MPR to DG
Taxation and Customs Union.

Corrective actionsidentified in the context of the QA/QC are
followed up on aweekly basis during the internal QA mestings.
Minutes of meetings are being produced by the ITSM Quality
Manager and related action list updated; both documents are
distributed to the internal QA/QC team and followed up on a
weekly basis. When necessary, issues can be escalated to the
project coordination meeting that takes place on aweekly basis
and that gathers the responsible persons for all ITSM activities.

A follow-up action list will also be used to follow the
implementation of observations and non-conformities identified
viathe CSIP. A status on the progress will be made in the MPR
and discussed in BMM.

See the following procedures for more details:
e Internal procedure related to the Internal Audit [R13];

e FQP section “Follow-up of Corrective Actions’ in chapter
Quality Management;

e Internal Procedure QA-QC [R9].

Controls

Actions have adefined priority and target dates. The progress of
these activities can be monitored against these defined target
dates.

Escalation
procedure

See escalation procedure C.1 (in annex)

If needed the action/issue can then be escalated to the BMM or
the weekly meeting that ITSM has with DG Taxation and
Customs Union.
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Item Description

Template Preventive & corrective action follow-up table template
Tracking self-assessment corrective actions template
CSIP Action List template
CSIP Action List — Monthly Report Format

Degree of Implemented / Managed & Integrated (process is monitored /

implementation

managed and completely integrated within processes and tools of
theinvolved parties).

Table 8-2: EP4.2 Follow up on actions list

84 CSIP Interface (EP4.3)

Item Description

Procedure ID EP4.3

Owner ITSM CSIP Manager

Title CSIP Process Interface

Purpose This procedure defines the interaction with the QC contractor

and ITSM related to the Continuous Service Improvement
Programme (CSIP).

The CSIP identifies and introduces measurable improvements
within a specified work area or work process. More specifically,
on the ITSM Programme, the CSIP centralises and drives all
process/procedure improvements initiatives with agoal to
formalize the managerial change process for continuous service
improvement

Initiator (role)

QA Contractor (identification of improvement)
ITSM

Other involved
parties

DG TAXUD R5 CPT
QA Contractor
ITSM (xxx)

Involved contacts

ITSM CSIP Manager
QA CSIP Manager
DG TAXUD CSIP Manager

Related FQP
procedures

CSIP2
CSIP3
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Item Description
Trigger(s) / Meeting Requests
Event(s)

Implementation of Improvement Project

Information/ Data

o CSIPAction List (CAL)
o CSIP ChangeList
o CSIP Dashboard

Direction Two-ways
QA ITSM
Contractor
[(C—— C S|P [NPUL  s——
PE— CAL, CSIP Change List, CSIP Dashboard |
[ CAL aCtion assignment
Reminders on CSIP deadlineS  aep!
< Review of CSIP Project Deliverables >
[ \\/eekly + Ad HOC technical Meetings me——
Interface e CIRCA (to store CAL)

technologies/ tools
used

e Email
e OWITSM (to store RfCs)

e |TSM Portal (to access RfCsvia Call Centre and the RfC lists
via Publishing Platform)

e Conference Calls

Frequency

e Continuous
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Item

Description

Procedure

ITSM CSIP Manager, QA Contractor and DG TAXUD
R5/CPT continuously check for items of interest and define a
list of potential CSIP candidates

They discuss the CSIP candidates and the ongoing activities
during the weekly CSIP conference call

Before the weekly CSIP conference call, the latest version of
the CAL, the CSIP change list and the CSIP dashboard is
sent to the participants

When a CSIP candidate is approved, an RfC is created in the
SMT Tool and is accessible to QA Contractor and DG
TAXUD R5/CPT it viathe ITSM Portal

Once an Improvement Project is authorised, All the
associated actions linked to the RfC are entered into a
consolidated “CSIP Action List” (CAL) with corresponding
delivery dates and assigned persons. In theory, the
consolidated CAL is managed and uploaded on Circa by
ITSM CSIP Manager, the QA contractor and/or by DG
TAXUD R5/CPT.

Actions can be assigned to QA contractor. If it is the case,
QA contractor will have to report on the progress of ther
actions during the ad hoc technical meetings that will occur
for specific improvement project or during the weekly CSIP
conference call

ITSM CSIP Manager, QA Contractor and DG TAXUD
R5/CPT verify together that the service improvement actions
have actually been implemented;

Controls

CAL must be uploaded on CIRCA one day from time of closure
of an action (SQI35a)

Escalation
procedure

See escalation procedure C.1 (in annex).

Template

CSIP Action List template

CSIP Action List — Monthly Report Format
CSIP Change List template

CSIP Dashboard template
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Item

Description

Degree of
implementation

Implemented / Managed & Integrated (process is monitored /
managed and completely integrated within processes and tools of
theinvolved parties).

Table 8-3: EP4.3 CSIP

8.5 Deliverablereview (EP4.4)

Item Description

Procedure ID EP4.4

Owner ITSM Quality Manager

Title Deliverable review

Purpose Conduct formal review of deliverables. This procedure refersto

the review of deliverables provided by ITSM aswell as the
review of deliverables provided by other parties by ITSM.

Initiator (role)

QA Contractor (to review documents provided by other
providers)

Other involved
parties

DG Taxation and Customs Union
QA Contractor
I TSM

Involved contacts

ITSM Quality Manager

Related FQP AM .2 Perform Technical Review

procedures

Trigger(s) / Initiation of review cycle by sending out copies of the deliverable
Event(s) to theidentified reviewers, together with specific review

instructions (Additional Review Criteria), if needed.;

Issue review comments (by reviewers);

Request a review meeting;

Updated review database (to be shared with involved parties);
Updated deliverable to be reviewed/accepted (modified version).

Information/ Data

Deliverables (to be reviewed/validated including review
ingtructions and delivery notes)

Review comments (in the review database)
Acceptance documents
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Item Description
Direction Two-ways
QA ITSM
Contractor

| g DliVErables t0 he reVIeWel  m—|
(including review instructions
and delivery notes)

| —— REVIEW COMMENTS e

i T L ————

Acceptance documents >
(Acceptance Note /

Acceptance Letter)

Interface Different tools and technologies are used during the document
technologies/ tools | review, which include:
used

¢ Review database;

e E-mail;

e On-site review meetings,

e Dedliverables Tracking Matrix (DTM);,

e Document management tools (to store the documents and
review databases).

Freguency Ad-hoc
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Item

Description

Procedure

Quality Control includes the review of the document deliverable
by DG Taxation and Customs Union, contractors (e.g. QA
contractor) and possibly other stakeholders (e.g. NAs) with the
aim to detect and eliminate any possible quality flaws or scope
deviations.

ITSM needsto perform reviews on system design specifications,
test cases of development contractor, etc.

The review process starts with receiving the document to be
reviewed. The reviewers read and comment the document and
compile alist of their commentsin an MS Access Database if not
otherwise specified.

Activitiesinclude:

e Perform reviews, identify and report flaws in the deliverable
as per applicable review criteria;

e Perform reviews, identify and report improvement
suggestionsin the deliverables;

e Veify and agree that comments/improvement suggestions
are implemented or addressed satisfactorily.

All documents sent to the customer must first undergo internal
guality control. The quality control on documents consistsin
verifying that the document has been written in accordance with
theinternal procedure “Document Review and Delivery process’
[R11].

Use the following detailed procedures:

e Internal procedure “Document Review and Delivery process’
[R12];

e Internal procedure for Application management Chapter 5
Perform Technical Review [R14];

e Internal Procedure QA-QC [R9];

e Thedetails of the standard Review Cycle process are
described in the Deliverables Acceptance Guide [R6].

See also TEMPO QC Techniques [R8] for additional information
of the QC techniques related to the review cycle.

Controls

The review cycle will follow the specified timing, which can be
given in the Quality Plan of the related project, the related SC or
RfA.

Review activities conducted by ITSM are also reported in the
MPR.
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Item Description

Escalation See escalation procedure C.1 (in annex)

procedure

Template Review forms (as defined in the review database)

Degree of Implemented / Managed & Integrated (process is monitored /

implementation

managed and completely integrated within processes and tools of
the involved parties).

Table 8-4: EPA.4 Ddliverable Review

86 QC of Tests(EP4.5)

Item Description

Procedure ID EP4.5

Owner ITSM Quality Manager

Title Quality control of testing activities

Purpose This procedure defines the interaction with the QC contractor

and ITSM related to testing activities. Thisincludes the
acceptance test cycle (preSAT, SAT), Qualification and
Conformance Tests.

The Acceptance Test cycleis used to accept a new release of the
software. This release includes both new functionalities and
corrective items.

The Qualification Test cycle is used to accept the corrective
releases and patches of software.

Conformance test cycles are applicable for the distributed
application. The objective of Conformance testing isto obtain a
technical assurance that the NA isready to enter the trans-
European System without risk of disturbing the parties already in
operation on the system.

Initiator (role)

QA Contractor (to review documents provided by other
providers)

I'TSM

Other involved
parties

DG Taxation and Customs Union
QA Contractor

ITSM

X-DEV (development contractor)
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Item Description

Involved contacts ITSM Service Desk
ITSM Quality Manager
ITSM Release Manager
ITSM CT Engineer

AM Tester
Related FQP AM .3 Deployment
procedures CT Conformance Test

RM.4 Accept Release

Trigger(s) / Issue request for test (formal service request)

Event(s)

The Service Request for a Conformance Test Campaign is
provided by the ITSM Business Thread Manager.

Information/ Data | Application compiled package

Application Release Notes

Test Design Specifications
Installation Procedure Manual
Administration Manual

User Manua

Daily Reports

Previous tests report:

Acceptance Test Plan for the concerned test campaign

o FAT Report if the previoustest isa PreSAT
o PreSAT resultsif the previoustest isa SAT
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Item Description
Direction Two-ways
QA ITSM
Contractor

Publish test results and
progress
(including TIR DB)

| e PUDNIST TEPOIS

Participate in tests >

L L A L —

Interface Different tools are used to support the test activities, which
technologies/ tools | include:
used

e E-mail notifications
e Phone conferences
e On-site meetings

e TIR database

e Document management tools (for registration of test cases,
ATS, tests results)

Frequency Planned by change and release management.
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Item

Description

Procedure

The request for the set up and coordination of the test activities
are registered as a service request by the ITSM Service Desk.

Thistest cycle typically starts with the kick-off meeting, whichis
organised by the ITSM Release Manager.

Detailed procedures are defined in the FQP and internal ITSM
procedures:

AM 3.6 Perform preSAT,;

e AM.3.7 Perform Qualification (for CT);

e AM.3.8 Parform SAT;

e WP.8.4.3.1.2b Conformance Testing (CT);
e Inf.4.9 Complete preSAT/SAT cycle;

e Inf.4.11 Deliver input for SAT report;

e CT Conformance test procedures;

e Internal procedure for Application management chapter 6.7
Perform preSAT and chapter 6.9 Perform SAT [R14].

Controls

Thetest activities are monitored against the plan. Defects are
registered and managed in the TIR database.

Escalation
procedure

See escalation procedure C.1 (in annex).

Template

Test plan template
Test report template
TIR template

Degree of
implementation

Implemented / Managed & Integrated (process is monitored /
managed and completely integrated within processes and tools of
the involved parties).

Table 8-5: EP4.5 QC of Tests
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9. Key findings and recommendations

9.1 Introduction

This chapter briefly describes the recommendations and actions to be taken in order to
formalise and improve the current implementation of the external processes and procedures.

The service provider interfaces (SPI) and activities identified in this document are currently
operational; however the procedures and tools are not completely formalised and not
consistently executed for all business threads and involved parties. In addition, the
communication is mostly directed through DG Taxation and Customs Union (often not
directly between parties).

The current Situation can be characterised as follows:

e Missng formal contracts/agreements (e.g. OLAS) between involved parties addressing
the collaboration and Service Provider Interfaces. SPIs can only be implemented through
formal contractual agreements with providers; currently the interactions are often
dependent upon involvement of DG Taxation and Customs Union;

e Interfaces defined in this document are operational; however often not completely
formalised through detailed documented procedures and templates and inconsistently
executed (e.g. different way of working per business threads);

e Inadequate support of automated tools and predefined forms/template to automate the
interfaces between providers. For example:

o No central change and release calendar tool (web based);

o No central web based contact list with roles, responsibilities, contacts for each
Operations Team (e.g. NAS);

o Incident ticketing exchange (e.g. to monitor actual status) using XML;

o No shared problem and known error database (maintained by X-DEV during
development and test; and ITSM);

o No shared contact list (which can be updated/maintained by each party);

e Missng standard templates and forms (such as incident assignment form, service request
assignment form);

e Lack of acentral contact list (which is kept up-to-date by all involved parties); no central
list of who is responsible for what per organisation;

e |nsufficient data / information exchange between parties (delay of delivery, missing
information). For example: data collected by other parties to be incorporated into the
ITSM activities for creating the availability plans and capacity plans.

e |TSM does not receive al the necessary documents and information on time; this
includes specific X-DEV documents and capacity management information from DIGIT.
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The following actions need to be taken:

Assign ownership of the external processes and procedures (to ensure that each party
will implement and execute these tasks). Assign roles and responsibilities to coordinate
and monitor the interfaces (to process owners);

Align processes and interfaces between involved parties. This requires one or more
design workshops to jointly agree on the detailed procedures (procedures need to be
embedded into the ITSM processes of each involved party);

Document and formalise the procedures mentioned in this document (and put the
procedures under version control);

Implement standard interfaces, templates and tools to support the operational interfaces
(including standard forms/templates);

Implement monitoring and control of external interfaces (for continual improvement);

Improve document sharing capabilities with X-DEV (to ensure that each party can
access all latest version of documents provided by development);

Improve the periodic reporting of the performance of external parties in adhering to the
external processes/procedures and timely fulfilment of the different type of requests;

Incorporate the service provider interfaces (SPI) in the contracts between parties (to get
formal agreement on the collaboration procedures between parties, which is the
responsibility of DG Taxation and Customs Union).

A number of procedures will need to be improved and worked out in more detail, which
reguire active involvement of the involved parties (representatives from DG Taxation and
Customs Union, CCN, DIGIT/DC and X-DEV).

9.2 Proposed improvement for current interfaces

The following table provides an overview of improvement for current interfaces/ external
procedures:

ID Procedure I mprovement

EP1.1 Incident assignment Create a formal incident template/form to assign

an incident to CCN and X-DEV (which includes
all details).

Improve communication between parties related to
the actual status and resolution/action taken.

EP1.2 Service request Improve collaboration with X-DEV to request for

assignment information (documents) and request for support.

Define standard service request form to raise
requests to external parties (with alink to the
standard service catalogue; defining the type of
requests which can be raised).

EP1.3 Problem assignment Define standard problem template to assign a
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ID Procedure I mprovement

problem to an external party.

EP1.4 Change assignment Improve communication of progress and status of
outstanding changes.
EP2.7 Publish capacity and | Define requirements for exchanging
performance data capacity/performance data.

Define capacity report templates (for capacity and
performance data).

Formalise capacity data exchange (embed into
procedures of CCN and DIGIT).

Ensure al involved parties published the capacity
data/statistics on a periodic basis.

EP2.8 Publish availability Define requirements for exchanging availability
data data.
Define availability report templates (for
availability data).

Formalise availability data exchange (embed into
procedures of CCN and DIGIT).

Ensure al involved parties published the
availability data/statistics on a periodic basis.

EP2.9 Publish business Currently CCN publishes monitoring data on the
monitoring data CCN portal. Other parties could provide
equivalent capabilities.

EP2.10 Knowledge and Provide easy access to all documents and
document exchange devel opment artefacts provided and managed by
X-DEV (e.g. using shared document management
system).

EP3.1 Event notification Ensure ITSM isdirectly notified in case specific
thresholds are exceeded or errors have been
detected by monitoring tools/systems. Currently
information on the queues are received from CCN,
information on Weblogic and File system are
received from DIGIT but information on database
isstill missing.

EP3.2 Incident notification Ensure all parties directly inform ITSM of any
incident that might affect the servicesto DG
Taxation and Customs Union. Also, provide
periodic updates; causes and resolution/actions
taken to resolve the incident.

EP3.3 Change notification Ensure all parties proactively inform ITSM in case
of planned changes (including outages; reason;
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ID Procedure I mprovement
impact; etc.); also inform ITSM after the change
has been implemented (providing actual
downtime).
Table 9-1: Proposed Improvements

9.3 Proposed additional interfaces

This chapter provides an overview of proposed interfaces/ procedures, which need to be

implemented.

ID

Procedure

I mprovement

EP2.1

Publish known errors
and workarounds

Provide an overview of known errors and possible
workarounds relevant for ITSM.

EP2.2

Configuration
management data

Define requirements for sharing configuration
details.

Define template for data exchange (for
configuration updates).

EP2.3

Publish contact data

Define standard template for managing contact
details (standard roles and responsibilities).

Set up aweb based secure shared contact list
(accessible by all parties to maintain the contacts).

Assign ownership per external party whois
responsible/accountable to ensure the contact data
IS up-to-date.

EP2.4

Publish change/
rel ease schedule

Set up central change schedule (web based);
covering the forward schedule of changes (FSC)
of all involved parties. Thisincludes change
details such as planned outage, actual outage, etc.

Assign roles and responsibilities per external party
to ensure the change schedule is kept up-to-date.

EP2.6

Service reporting

Periodic report from external partiesto ITSM
related to the delivery of IT services.

Define standard service report templates for
involved parties.

EP2.11

Publish service
catalogue

Exchange list of standard services provided by
external parties (standard request types; including
who and how these services can be requested).

Table 9-2: Proposed Additional Interfaces
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9.3.1 Publish known errorsand workarounds (EP2.1)

Item Description

Procedure ID EP2.1

Owner ITSM Problem Manager

Title Publish known errors and workarounds.

Purpose / scope

The ITSM Service Desk needsto be aware of any known errors
and potential workarounds that may be applied (for specific
known errors).

Initiator (role)

X-DEV (Problem Management group).
DIGIT (Problem Management group).
CCN (Problem Management group)

Other involved
parties

ITSM (Problem Management group).

Involved contacts

X-DEV will define akey contact for capturing known errors e.g.
from test results.

Related FQP PM 1.5 Document Known Error / Workaround
procedures
Trigger(s)/ Event(s) | Known error created/updated and status changes;

Workaround created/updated and status changes.

Defects detected during the test cycle (which are not fixed for the
released software) (using the Test Incident Reports).

Information/ Data

Known errors (related to IT services and configuration items)

Direction

One-way

Interface
technologies/ tools
used

Document exchange (documents containing known errors).
E-mail (with document attached)
Known errors are registered in the Known Error List (KEL).

Frequency Monthly update of knowledge records to be published.
Update of known errors to be provided after arelease has been
delivered.

Procedure Each party must maintain alist of known errors and workarounds

that are needed by the ITSM Service Desk. The outstanding
known errors (and associated workarounds) should be published
on aperiodic basis.

Currently no formal procedure is currently defined and/or
implemented to exchange known errors and workarounds from
involved parties.
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Item Description
Exchange of known errorsis partly covered by the exchange of
Test Incident Reports (as aresult of test cases).
Controls Known errors should be retired in case a structural solution has

been implemented (e.g. through aformal release).

Escalation procedure

See escalation procedure C.1 (in annex)

Template

No template defined.

Degree of
implementation

Not implemented (partly covered by exchange of Test Incident
Reports).

Table 9-3: EP2.1 Publish known errors and workarounds

9.3.2 Configuration management data exchange (EP2.2)

Item Description

Procedure ID EP2.2

Owner ITSM Configuration Manager

Title Configuration Management data exchange

Purpose / scope

Share configuration details between involved parties (e.g. list of
Cls, ingtalled applications). ITSM need to have insight of the
end-to-end configuration of IT services across the different
providers.

Initiator (role)

DIGIT/DC (Configuration Management group);
CCN/TC (Configuration Management group);
ITSM (Configuration Management group).

Other involved
parties

N/A

Involved contacts

Configuration Manager(s) of involved parties.

Related FQP CoM.2 Maintain Cls
procedures
Trigger(s)/ Event(s) | Configuration item change (status change; configuration details

updated).

Information/ Data

Configuration report (list of modified ClIs)

Direction

Two-ways

Interface
technologies/ tools
used

Document exchange (documents containing Cl details).
E-mail (with document attached)
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Item

Description

Frequency

Ad-hoc (Event driven).

After the change has been implemented alist of modified Clsis
documented/published.

Procedure

Each provider must maintain a CMDB with the CI records
containing the details of the ICT components for which they are
responsible.

On request or after closure of a change request configuration
updates must be published to ITSM. Thisisneeded in order to
understand the relationships and dependenci es between major
Cls managed by the different parties.

Comment: definition of the type and details of the CI information
to be exchanged need to be defined in more detail .

All CI data are exported within a predefined excel template that
contain the current Cl data, and the historical Cl data as well.
This excel template is communicated viae-mail to the
information requestor.

Controls

None defined

Escalation procedure

Not defined

Template

Not defined

Degree of
implementation

Ad-hoc and/or Informal (no formalised procedure related to the
exchange of configuration data between providers).

All the required resources to support the process “CoM.2
Maintain CIs’ are implemented.

Table 9-4: EP2.2 Configuration Management data exchange

9.3.3 Publish contact data (EP2.3)

Each party is responsible for maintaining a list of contacts per role (including alternative

contact).
Item Description
Procedure ID EP2.3
Owner ITSM Configuration Manager
Title Publish contact data

Purpose / scope

The ITSM Service Desk must be informed of all changes to the
defined contact list / distribution list.

Initiator (role)

DIGIT/DC (Configuration Management group);
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Item Description
CCN/TC (Configuration Management group);
NA Operations (Configuration Management group);
ITSM (Configuration Management group).

Other involved N/A

parties

Involved contacts

Each external party must define a key contact for managing all
contact data within their organisation (including roles and
responsibilities, e-mail address, phone number, etc.).

Related FQP
procedures

N/A

Trigger(s)/ Event(s)

Ad-hoc (send updated version after modification)

Information/ Data

Contact and organisational details must be provided by the
involved parties on a periodic bas's (see contact list).

Per process role, one or more departments/groups and persons
must be defined. Information include the following:

e Contact details (First name, last name, jab title,
responsibilities);

e E-mail address;
e Telephone number;
¢ Replacement / alternate contact.

This includes the contact details for the Service Desk (telephone
number, e-mail, web portal, etc.).

Organisational diagram (hierarchy and formal management
layers).

Direction

Two-ways, the contact datais shared amongst all parties.

Interface
technologies/ tools
used

Current technologies used to store contact data:
e E-mail (to send the contact list).

e CIRCA (storecontact / distribution list).
Proposed technology:

e Createacentral contact list managed and published on the
ITSM portal (accessible for all parties); also taking security
reguirements of DG Taxation and Customs Union into
consideration.

Frequency

At aminimum, aweekly update of contact details (or more
frequently when needed).
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Item

Description

Procedure

Each party is responsible to maintain organisational data about
what department/groups and/or persons need to be contacted or
which persons are involved in specific roles with IT service
management.

This contact list must be kept up to date.

A periodic basis (at least monthly) the modifications are
incorporated into the central contact list (maintained in CIRCA).

Controls

Additional security measures must be in place to ensure the
confidentially of contact details.

Escalation procedure

See escalation procedure C.1 (in annex)

Template

Contact list template

Degree of
implementation

Operational / Ad-hoc and/or Informal (no formal proceduresis
currently implemented to ensure that the contact list is centrally
maintained and kept up-to-date).

Table 9-5: EP 2.3 Publish contact data

9.3.4 Publish change/ release schedule (EP2.4)

Item Description

Procedure ID EP2.4

Owner ITSM Change Manager

Title Publish change / release schedule (also referred to as change list

or change calendar).

Purpose / scope

ITSM needs to remain aware of the change and rel ease schedule
for the infrastructure and application Cls of DG Taxation and
Customs Union, which are managed by other parties and which
contribute to the service provisions (e.g. infrastructure hosted by
DIGIT/DC, CCN), with the understanding that ITSM is not
responsible for their release management.

Initiator (role)

DIGIT/DC (Change management group);
CCN/TC (Change management group);

NA Operations (Change management group);
X-DEV (in case of mgjor change);

ITSM (Change management group).

Other involved
parties

N/A
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Item Description

Involved contacts

The following contact must be defined per external party:

e Change Manager

e Release Manager
Related FQP ChM 4.2 Keep change implementation schedule up to date.
pregzaliEs RM 1.4 Publish release schedule.
Trigger(s)/ Event(s) | Weekly update of the change/rel ease schedule (or ad-hoc when

urgent changes/releases are planned).

Information/ Data

List of planned changes and releases. Per change the following
information is at a minimum required:

Change ID;

Change description;

Change impact;

Affected services and/or configuration items,

Change implementation start date/time and end date/time;

e Planned outage (Yes/ No);

¢ Planned outage start date/time and end date/time.
Direction One-way
Interface Different technologies are used such as owlTSM, new ITSM

technologies/ tools
used

Portal, E-mail (to ITSM Service Desk Functional Mailbox).

Frequency

Weekly update of change calendar

Procedure

Each party must maintain a schedule of all planned changes
(change schedule) to the IT infrastructure and application for
which the party is responsible.

ITSM Service Desk must be informed of all these planned
changes that may affect the DG Taxation and Customs Union
services. Based upon thisinformation the ITSM Service Desk
can inform all required stakeholders.

Weekly each provider must publish an updated version of the
change schedule (also known as the Change List).

Per change the planned downtime (scheduled unavailability)
needs to be defined.

Controls

All changes must be documented in the schedule. Exceptions are
reported monthly.

Escalation procedure

See escalation procedure C.1 (in annex)
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Item Description
Template Change list template
Degree of Ad-hoc and/or Informal (changelist is published by external

implementation

providers). This procedureis not yet defined / formalised.
Currently provides send e-mail notifications of planned changes.

Table 9-6: EP2.4 Publish change/release schedule

9.3.5 Servicereporting (EP2.6)

Item Description

Procedure ID EP2.6

Owner ITSM Service Level Manager
Title Service reporting

Purpose / scope

Provide ITSM with all required information to monitor the SLA.

Initiator (role)

DIGIT/DC (Service Level management group);
CCN/TC (Service Level management group).

Other involved
parties

ITSM (Service Level management group)

Involved contacts

The following contact isinvolved for each provider:

e ServiceLevel Manager.

Related FQP
procedures

SLM.3 Monitor & Escalate SLA.
SLM .4 Report MPR/MSR.

Trigger(s)/ Event(s)

Monthly report cycle

Information/ Data

Information to be provided by the external parties:

e Servicereports (which include availability statistics, incident
summary, performance and capacity data trends).

Direction

One-way

Interface
technologies/ tools
used

e E-mail

e Document management system

Frequency

Monthly

Procedure

Each provider must create a monthly service report related to the
activities that are executed on behalf of ITSM and/or affect the
service delivery for which ITSM isresponsble.

ITSM will verify and report the quality of the services delivered
to the Commission by its suppliers based on the information
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Key findings and recommendations ISSUE DATE: 27/05/2010
Item Description

received from these parties and the incidents opened regarding
the supplied services. Exceptions or deviations from OLA have
to be reported to the Commission by ITSM.

Controls OLA (with external providers)
Escalation procedure | See escalation procedure C.1 (in annex)
Template Service report template

Degree of Operational / Ad-hoc and/or Informal

implementation

Table 9-7: EP2.6 Service Reporting

9.3.6 Publish service catalogue (EP2.11)

ITSM publishes the catalogue on the ITSM portal.

Each provider must publish his standard catalogues including the procedures of who and by
whom these service can be requested (link to service request procedure).

9.3.7 Problem assignment (EP1.3)

Item Description

Procedure ID EP1.3

Owner ITSM Problem Manager

Title Problem assignment

Purpose / scope ITSM assigns problem tickets/tasks to an external party for

investigation and resolution; and or ITSM needs to coordinate
the resolution of problems with the external parties (multiple
parties may need to work together to resolve the problem).

Initiator (role) ITSM (Problem management group)
Other involved DIGIT/DC (Problem Management group);
parties

CCN/TC (Problem Management group);
X-DEV (for example for bug fixes);

NA Operations (if specific problems are identified within the
specific country domain).

Involved contacts Each provider must provide akey contact for coordinating the
resolution of problems (Problem Manager). Depending upon the
problem different resources (skills/competences’knowledge)
need to be involved for the diagnosis, analysis and resolution.
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Item Description

Involved roles:

e Problem Manager

e Problem resolver (and/or team leader of problem resolving

group)
Related FQP PM 1.4 Investigate and diagnose problem.
procedures PM 3.2 Consult other parties (ITSM & DG Taxation and

Customs Union).

Trigger(s)/ Event(s) | ¢ Problem assigned to external party;
e Problem accepted or rejected;

e Workaround defined,;

¢ Root cause identified;

e Resolution defined;

e Problem resolved:;

e Problem parked;

e Problem closed.

Information/ Data Problem details are exchanged between parties. Thisincludes a a
minimum the following information:

e ProblemID;

e Priority;

e Description;

e Statusupdate;

e Root cause (description);

e Resolution;

e Reference to incident records (e.g. attachment);
e Affected services;

e Timelines (deadlines for workaround, root cause and
resolution).

Direction Two-ways
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Item Description
ITSM ) External
— ASSIGN PIODIE  —
party
Provide additional information  s———)
/ updates
Reminders / status request =
| @ CONfirmaation / Acceptance
Status updates /
[ Additional questions
| e PrOblEm closure
Interface Problems are registered in owlTSM (SMT); in addition, a

technologies/ tools
used

problem list is maintained (in a separate M S Excel spreadsheet).

The collaboration between parties related to problem analysis
and resolution is done using through:

e E-mail;
e Meetings (e.g. problem management meetings);
e Conference calls (phone).

No formalised/structured technologies are used to support the
collaboration between involved parties.

Each external party will have their own problem management
system to register problems.

Problem related tasks that need to be assigned to DIGIT should
be manually created in IRMA (registered as acall).

Freguency Problem assignment according to priority / resource planning.
Ad-hoc (event driven)
Procedure External partieswill beinvolved in problem analysis and

resolution. For example: the development team must provide a
resolution for application bugs/defects defects in case of
recurrent incidents on an application (e.g..: unavailability of DDS
Website observed during the eCustoms daily monitoring checks).
Providers must work together to provide resolutions and/or
workarounds for identified problems.

Based, for example, upon the analysis of the incident history one
or more problems can be identified. The problem is registered by
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Item

Description

the ITSM Problem Management group (as defined in the FQP).
In case support is needed by an external party the problem will
be assigned to that provider. The external party accepts the
assignment, investigates the problem and provides a resolution or
workaround.

The collaboration to resolve problems are not formalised through
forwarding tasks and/or ticketsto DIGIT and/or CCN. A meeting
and/or phone conference is organised to discuss outstanding
problems; and to coordinate the problem investigation and
resolution.

The frequency of reporting the status of outstanding problems
amongst parties (problem report) needs to be agreed upon.

See procedure 5.2.1 for the assignment of tasksto DIGIT (this
includes problem related tasks).

Controls

Problems need to be resolved according to the targets defined in
the OLA and/or agreed upon during the problem meetings.

Per problem status specific deadlines will be determined (based
upon the priority of the problem) which will be monitored by the
ITSM Problem Management group.

A periodic problem meeting is organised (with representatives
from involved parties) to monitor the progress of the problem
resolution.

Escalation procedure

A monthly overview is created for inclusion in the MPR/M SR of
problems assigned to external parties for which the target dates
have not been met.

See escalation procedure C.1 (in annex).

Template No forms/templates are currently used to support the
collaboration between involved parties.
Degree of Operational / Ad-hoc and/or Informal

implementation

Comment: not all mentioned information/data is currently
consistently exchanged between providers.

Table 9-8: EP1.3 Problem Assignment
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Annex A.

Contact List

The contact list and organisational details must be maintained on the shared
content/document management system accessible by all involved parties. The purpose of
this contact list is to understand who to contact for specific actions and/or who need to be

informed under specific circumstances.

Currently no shared contact list is maintained covering al involved contacts and groups of
all organisations. Different contacts list are created by ITSM, X-DEV, DIGIT/DC, CCN and
DG Taxation and Customs Union; for example registered in MS Exchange, and the contact
list Annex 14 of the FQP.

The following information must be provided:

e Organisational diagram (showing managers and hierarchical structure for escalation);

e Defined contacts (and replacements and/or escalation contacts) for specific
ITSM/process roles (linking contacts to roles and responsibilities);

e Contact details (e.g. phone number, e-mail address ...).

Each party must define the following SPOC to be contacted for the operational interfaces
(contact detailsincluding service hours):

Group

Description

Functional Mailbox

Primary contact method

Service Desk /
Incident Management
Group (first line)

Group for raising
incidents and service
requests.

XXX

Problem Management | Group to assign XXX
Group problems.
Capacity Group to deliver no functional mailbox defined
Management Group capacity and yet
performance data.

Change Management
Group

Group to handle
change request and
change calendar.

XXX

Configuration
Management Group

Group to deliver
configuration
management data

no functional mailbox defined
yet

Availability
Management Group

Group to manage and
publish availability
data

no functional mailbox defined
yet

Business Monitoring
Group

Group responsible for
monitoring business
capacity data (e.g.
number of
transactions, €tc.).

XXX

Per group the following information
is required (during service hours and

for off-service hours):

Functional e-mail address;

Phone number;

Primary and alternate contact

(responsible persons);

Escalation contact (person to be
contacted in case of escalations);

Service hours (for this group).
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Group Description Functional Mailbox Primary contact method
Service Level Group to monitor and | no functional mailbox defined
Management Group report upon yet
performance of
SLASOLAsand ToC.
Operations / Operations team XXX
Monitoring Team responsible to day-to-
day operations and
monitoring.

The contact list must define the functional E-mail address and contact details of the
following roles (as identified in the ITSM processes)®:

Role

Description

Service Level Manager

Accountable for delivery of the service reports

Service Desk Manager

Accountable for handling all requests and monitoring
outstanding incidents.

Incident Manager

Accountable for handling assigned incidents

Problem Manager Accountable for handling assigned problems

Change Manager Accountable for providing change natifications and change
schedules.

Release Manager Coordinating releases

Configuration Manager

Key contact for configuration management data

ICT Infrastructure
Manager / Operations
Manager

Responsible for the day-to-day operations of the ICT
infrastructure.

Security Manager

Managing security policies and procedures

Availability Manager

Accountable for providing availability data and trends
including availability plans.

Capacity Manager

Accountable for providing capacity data and trends
including capacity plans.

IT Service Continuity
Manager

Managing continuity plans

Application Manager

Responsible contact for application management.

Quality Manager

Responsible for the QA and QC activities.

6 |f needed these contacts can be split per business thread, applications and/or type of technology.
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Annex B. Formsand Templates

The following forms exist or need to be developed to support the external interfaces (part of
WP7 implementation):

e Incident assignment form (to forward an incident to an external party) — does not exist
yet,

e Servicerequest assignment form —does not exist yet;

e Problem assignment form — does not exist yet;

e Problem status report template — does not exist yet;

e Change request form — published on the ITSM Portal under itsm/Common/Templates;
e Changelist form (change schedule) — does not exist yet;

e Changelist template — published on the ITSM Portal under itsm/Common/Templates;
e Configuration report — does not exist yet;

e Contact list template — does not exist yet;

e Capacity report template — does not exist yet;

e Availability report template — does not exist yet;

e Business monitoring report template — does not exist yet;

e Change schedule report (forward schedule of change) — does not exist yet;

e Change natification form — does not exist yet;

e Known error list (KEL) — does not exist (Taxation uses the change list template) ;

e Servicereport template — does not exist yet;

e Audit Plan (maintained by the QA contractor) — responsibility of QA contractor;

e Audit Report (maintained by the QA contractor) — responsibility of QA contractor;

e Preventive & corrective action follow-up table template — does not exist yet;

e Tracking self-assessment corrective actions template — does not exist yet;

e CSIP Action List — Monthly Report Format — does not exist yet ;

e CSIP Action List template — published on the ITSM Portal under
itsm/Common/Templ ates.
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Annex C.  Escalation procedures

The following escalation procedures are defined:

C.1 Escalation procedurel

For each interaction with an external party one or more targets and deadlines are defined
(such as response time and reﬁo_l ution time depending upon the priority). They are

Escalation

documented in the file  Metrix_V5.xis

These are derived from the formal SLA/OLA targets and/or agreed response time for a
specific request.

Leve Triggers Description Organisation | Escalated

to escalateto | by

Level 0 | TimeO When the deadline is reached, N/A ITSM
reached or ITSM Incident Manager evaluates Incident
escalation the need for escalation to level 1 Manager
requested by
DG TAXUD

Level 1 | Incident ITSM Service Level Manager Level 1 ITSM
Manager takes the ownership of the escalation Service
considers incident and escalatesto the level | contact for Level
immediate 1 organisation contact defined in | concerned Manager
actionis the escalation matrix to facilitate | external party
needed incident restoration.

Level 2 | SLM SLM informsthe following Level 2 ITSM
considers escalation contacts: ITSM Service | escalation Service
further Support Manager, TAXUD R5 contact for Level
escalationis | CPT HoS and escalates to the concerned Manager
needed level 2 organisation contact external party

defined in the escalation matrix.

Level 3 | SLM SLM informsthe following Level 3 ITSM
considers escalation contacts: | TSM escalation Service
further Programme Manager, TAXUD R5 | contact for Level
escalationis | HoU and escalatesto the level 2 concerned Manager
needed organisation contact (defined in external party

the escalation matrix).

On amonthly basis the performance of the external partiesin resolving the requests and
interactions with ITSM are reported (to initiate improvement actions). Series of reports
which cover the performance of the external parties in resolving the requests are available to
ITSM, DG TAXUD and QA Contractor with the ITSM Portal:

- Actions no closed assigned to any organisation besides ITSM;
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- List of calsnot closed where DEV/EMCS is resolver;
- List of calsnot closed where DEV/Customsiis resolver;
- List of calsnot closed where NCTS is resolver;
- Long pending Service Calls to the Member States.
See also ITSM internal procedure called Escalation procedure [R10].

C.2 Incident Remindersand Escalations

The ITSM Service Desk sends follow-up reminders depending on the priority level of the
incident. The follow-up is performed in following intervals:

Critical (Priority-1):  once every working day,
Urgency (Priority-2):  every second working day,
Normal (Priority-3):  every 5 working days,

Info. (Priority-4):  every ten working days.

The escalation procedure starts on the third reminder as follow:

On the third and fourth reminder, the DG TAXUD functiona mailbox linked to the
concerned business thread is put in CC.

Business Thread Functional Mailbox
Taxation XXX
Excise XXX
CUSTOMS-DS XXX
CUSTOMS-CS XXX

The fifth reminder is a phone call from ITSM Service Desk to the incident “resolver”.

The sixth reminder is an escalation email sent to the DG TAXUD functional mailbox as well
as the assignment of an escalation action to DG TAXUD.

A weekly reminder viaWeekly Activity Report is sent by DG TAXUD.

ITS-|RPT-SCO06-EPP-004-+-+External +Processest+Evolutive+tmaintenance+v1.00_TAXUD Page 140/140



