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1. Introduction

1.1. Objective of this document

This description specifies in detail all the elements of the Programme Information and Collaboration Space (PICS) online collaboration platform. The current version of the document has been updated to reflect the implemented solution and can be used as a reference for the application status, but future development is guided by specific user feedback, which can lead to further amendments to this document. 
The current set of specifications has been based on a number of key drivers:

· The PICS functionalities as they have been implemented in the current version of the platform;
· The results of user experience evaluation;
· Industry best practices;
· Drupal (version 7.x) best practices;
· Existing closed or open tickets, as per PICS Outstanding Issues list (see [PICS-OIL]).
1.2. Intended audience

One part of the audience consists of the owner of the platform DG TAXUD unit R3. They can use the document to verify if the user requirements are met by the pro​posed data and if it provides a suitable solution. The data description syntax is described briefly in section 2.1.

Another part of the audience is the Service Contractor of DG TAXUD that is in charge of the hosting and the management of the platform. 
The last part is the development team, which provides the technical solu​tion and implements it.
1.3. Structure of this document

The document is divided into 5 chapters:

Chapter 1 contains an introduction presenting the content of the specifications.

Chapter 2 contains an overview of the data model.

Chapter 3 contains an overview of PICS interfaces with other applications. 
Chapter 4 contains an overview of applicable non-functional specifications.
Chapter 5 concludes with the relevant annexes to this document.
1.4. Abbreviations and acronyms.

	Abbreviation or Acronym
	Description

	CPU
	Central processing unit

	DG DIGIT
	Directorate General for Informatics

	DG TAXUD
	Directorate General for Taxation and Customs Union

	DMS
	Document management system

	ECAS
	European Commission Authentication Service

	FPFIS
	Flexible Platform for Internet Services

	GPL
	General public license

	HTML
	Hypertext Markup Language

	HTTP
	Hypertext transfer protocol

	HTTPS
	Hypertext transfer protocol secure

	ID
	Identification

	MB
	Mega byte

	MIME
	Multipurpose Internet Mail Extensions

	PHP
	PHP: Hypertext Processor

	PICS
	Programme information and collaboration space

	SHA
	Secure hash algorithm

	UML
	Unified modeling language

	UNI
	Unicode

	URL
	Uniform resource locator


Table 1 - Abbreviations and acronyms
1.5. Related documents

	Ref.
	Title
	Publishing Organisation
	Version
	Date

	[ECAS-PHP-CL]
	PHP ECAS client – ECAS reference client for PHP
	DGIT
	2.1
	23 /09/2008

	[ECAS-TECH]
	ECAS-Technical aspects
	DGIT
	
	

	[ISO8601]
	 “Data elements and interchange formats – Information interchange – Representation of dates and times”, ISO 8601:2000.
	W3C
	
	15/09/1997

	[ITU-T E.123]
	ITU-T recommendation E.123 “Notation for national and international telephone numbers, e-mail addresses and Web addresses” http://www.itu.int/rec/T-REC-E.123-200102-I/en.
	ITU
	V1.0
	02/2001

	[PICS-OIL]
	PICS Outstanding Issues List
	BTRAIN-2
	
	03/09/2014

	[PICS-UIS]
	PICS – UIS – User Interface Specifications
	BTRAIN-2
	V1.0
	25/06/2012

	[PICS-IRD]
	PICS Infrastructure Requirements Document
	BTRAIN-2
	V2.20
	04/09/2014

	[RFC2822]
	“Internet Message Format”, IETF RFC 2822.
	The internet society
	RFC 2822
	2001

	[UML]
	“OMG Unified Modelling Language Specification Version 1.3”, http://www.omg.org/cgi-bin/doc?formal/2000-03-01.
	Object management group (OMG)
	V1.3
	03/2000

	[UNI]
	“The Unicode Standard, Version 3.0”, J. Aliprand, J. Allen, J. Becker, M. Davis, M. Everson, A. Freytag, J. Jenkins, M. Ksar, R. McGowan, Lisa Moore, M. Suignard & K. Whistler, http://www.unicode.org/unicode/uni2book/u2.html.
	Unicode, Inc.
	V3.0
	01/2010


Table 2 - Reference documents
2. Data Model

2.1. Syntax

The data model defines all the functional data objects, which are managed by the application, as well as the relationships between them. The data model is depicted using the class diagram notation of the Unified Modelling Lan​guage (UML) syntax, which is specified in [UML], section 3.19. Note, however, that no classes are defined as such. The UML class is merely used to represent a data object.

Because of this, only a small subset of the syntax is needed with respect to re​lation​ships between data objects. Associations, compositions and generali​sations are the only syntax elements used.

With an association one can express the existence of a relationship between data objects in general. For each side of the association, cardinality is specified. Looking from one side, this says something about the way the data object at the other side of the association refers to this one. Figure 1, for example, says that an element of type B always refers to exactly one element of type A and that an element of type A can refer to several elements of type B. This also expresses a data integrity aspect, namely that a B element can​not exist without a corresponding A element. In other words, an A element can’t simply cease to exist when referred by any B element. There will have to be rules for this (e.g. to specify cascade deletion).
[image: image1.png]



Figure 1: UML syntax example 1

The following cardinality specifications are used in the data model:

· 1: a data object refers to exactly one data object of the type carrying this cardi​nality in the association.

· 0..1: a data object refers to at most one data object of the type carry​ing this cardinality in the association.

· 1..*: a data object refers to at least one data object of the type carrying this car​dinality in the association.

· *: a data object refers to any number of data objects of the type car​rying this cardinality in the association.

The composition has the same properties as the general association, but it adds some meaning to it. In Figure 2 data objects of type C are composed of data objects of type D. In other words, D elements are contained by C elements. This puts a data integrity constraint on the life cycle of data objects of type D. Whenever elements of type C are deleted, the contained elements of type D are deleted with them.

[image: image2.png]



Figure 2: UML syntax example 2

The third kind of relationship [the generalisation] is different. It expresses the fact that a data object represents a more specific subset of a general concept, which is represented by some other data object. In Figure 3 ele​ments of type F and G are specific subsets of elements of type E. E could for example represent ve​hicles, while F and G would represent cars and bicycles respectively. Both cars and bicycles are vehicles.

[image: image3.png]



Figure 3: UML syntax example 3

Sometimes a role name is placed on one or both sides of an association (pre​ceded by a “+” sign). It ex​presses what a certain data object means to another in the context of the association.

The included data object specifications are provided with two types of property tables which list: 
· data object’s relationships with other data objects – it includes the cardinality of the association and reference to the associated data object,

· data object’s properties – it includes an indication of the property’s mandatory/optional nature (M/O) as well as its data type or composition. 
2.2. Drupal data architecture principles
This chapter details the architecture of Drupal data objects. Drupal is an online Content Management System (CMS), and as such is made up of optional logical building blocks, with a common structure to align their offered features. 
In terms of software architecture, on a high abstraction level the main Drupal objects are “entities”. Each entity type must define subtypes or “bundles” in order to be instanced. For example, a node is an entity type and hence abstract – it is not possible to create an instance of a “node” on the site. The specific bundles of a node are content types such as “news” and “events”, and the site users create instances of these as the site content. A particular entity type defines how the data object is handled, what methods or controls apply to it, to which other entities it can be bound; the bundle further defines what fields the data object will have, what permissions will apply to it. 
However, on data architecture level each entity type has a base table that stores the entities’ basic properties; this may include all of the available properties of an entity if its bundles do not require any additional data. For example, the comment entity in Drupal can be added to any type of node and as a result defines a new bundle for each such association. But PICS does not require any special fields for comments, so there is no difference between the comment bundles. 
For the purpose of the data model described in this chapter, we will only single out bundles if they do define special fields. Entity types will be used as generalisation where all bundles behave in the same way.
There is currently a total of 14 types of entities available on PICS; their general purpose is described below:
1. comment: a simplified data object that can be attached to nodes of any type; in PICS these are news, forums, and image galleries;
2. field collection item: a collection of fields to be treated as one and attached to another entity in the form of a field;
3. file: a file uploaded to the site, along with upload details; 
4. flag: a marker to be used as a kind of categorisation tag;
5. group: a container that allows defining separate context, access permissions;
6. group membership: maintains the information of an association between a group and another entity type instance;
7. group membership type: currently not used on PICS;
8. node: a content object;
9. private message: a message object that enables threaded conversation between the same entities;
10. rule: a configuration object that enables performing certain actions on certain trigger events;
11. taxonomy term: a tagging object that can be easily referenced by other entity types and used to categorise them;
12. taxonomy vocabulary: a collection of taxonomy terms;
13. translation: currently not used on PICS;
14. user: only defines a single bundle – the common user account.
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2.3. General data composition elements

Before going into the details of the data elements which are relevant for the business model of the PICS Drupal application, a number of general purpose data elements have to be defined. These can be viewed as components for other, more complex, objects.

General data elements are responsible for the property base data composition throughout the application, but may appear in different representations in the graphical presentation of the interface. These elements normally determine the storage of data and its capacity for change in future.

Specification GEN-DE-TIME XE "GEN-DE-TIME" : Data element: Time

Drupal typically maintains time data in a Unix timestamp, i.e. the number of seconds since January 1, 1970. For example, the time input “Wed, 03 Sep 2014 14:15:00 GMT” would be stored by Drupal as “1409753700”.
This allows for all the typical date representations within the application as specified by [ISO8601], e.g. ‘YYYY-MM-DD’, ‘YYYY-MM-DDThh:mm:ss’ etc. Specific field data where limited precision is necessary may be saved in the target date format.

Specification GEN-DE-INT XE "GEN-RU-MANDATORY": Data element: Integer

A whole number; most commonly used for identification numbers. 

Specification GEN-DE-BOOLEAN XE "GEN-DE-BOOLEAN": Data element: Boolean

A Boolean is a single digit number representing a logical True/False value, where:

	0
	False 

	1
	True


Specification GEN-DE-TEXT XE "GEN-DE-NAME" : Data element: Text

Text in Drupal is a string of one or more Unicode characters as defined in [UNI]. No special text formatting is enabled on the text string.

Specification GEN-DE-LONGTEXT XE "GEN-DE-TEXT" : Data element: Long text

Long text is a string of zero or more Unicode characters as defined in [UNI]. Multiple paragraphs and rich text formatting are allowed.

Specification GEN-RU-WYSIWYG: Rule: WYSIWYG text

Long text fields can be input in the WYSIWYG format i.e. users will have a tool to let them include “what you see is what you get” formatting in their text field (that includes font and colour options, text sectioning, use of images and hyperlinks, etc.). The tool will then translate this formatting into HTML tags. Users can always choose to input plain text. 

Specification GEN-DE-LIST XE "GEN-RU-MANDATORY": Data element: List

A list element provides predefined options to choose from; it is often used to create categorization or status of data instances where there is no need for reuse, and the list options are composed of GEN-DE-TEXT elements. 

Specification GEN-DE-FILE XE "GEN-RU-MANDATORY": Data element: File

File uploads are stored on the server exactly as received. The file is supplemented by the associated usage/management data such as upload date, uploader, or size stored in the Drupal database. 

Specification GEN-RU-MANDATORY XE "GEN-RU-MANDATORY": Rule: Mandatory information

During any operation with a Drupal entity, every information item or field tagged as mandatory in the data model has to be entered; it may be done by the user or by the application itself, but the operation cannot be completed without it.

2.4. PICS data object reference
This chapter details the data objects which are specific to the PICS Drupal installation. Some of them are part of the optional Drupal core features (coded DRU-…), and others pertain to specific modules that have been integrated (coded PICS-…).
2.4.1. User

The user entity only defines a single bundle, i.e. “user”; it represents the full user account. The basic Drupal user has only a handful of properties (e.g. ID, username, password), but there is a number of custom fields added on PICS.

Specification DRU-DE-USER XE "ART-DE-LNG" : Data element: User
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	USER – RELATIONS

	Role
	1…*
	as defined in PICS-DE-ROLE 

	Node
	0…*
	as defined in DRU-DE-NODE

	Comment
	0…*
	as defined in PICS-DE-COMMENT 

	Country
	1
	as defined in PICS-DE-COUNTRY

	Areas of expertise
	0…*
	as defined in PICS-DE-AOE

	Other areas of expertise
	0…*
	as defined in PICS-DE-OAOE

	Language
	0…*
	as defined in PICS-DE-LANGUAGE

	Group
	0…*
	as defined in PICS-DE-GROUP (see also PICS-DE-MEMBERSHIP)

	Group role
	0…*
	as defined in PICS-DE-GROLE

	Message
	0…*
	as defined in PICS-DE-MESSAGE 


	USER 
	DEFINITON
	COMPOSITION

	User ID
	M
	DRU-DE-ID
	GEN-DE-INT

	Username
	M
	PICS-DE-USERNAME
	GEN-DE-TEXT

	CAS username
	M
	PICS-DE-USERNAME
	GEN-DE-TEXT

	Email address
	M
	PICS-DE-EMAIL
	GEN-DE-TEXT

	Status
	M
	DRU-DE-USERSTATUS
	GEN-DE-BOOLEAN

	Data privacy level
	M
	PICS-DE-DPRIVACY
	GEN-DE-BOOLEAN

	Privacy access level
	M
	PICS-DE-DACCESS
	GEN-DE-BOOLEAN

	Creation date
	M
	
	GEN-DE-TIME

	Last login date
	M
	
	GEN-DE-TIME

	Last access date
	M
	
	GEN-DE-TIME

	Prefix
	M
	PICS-DE-PREFIX
	GEN-DE-LIST

	First name
	M
	PICS-DE-FNAME
	GEN-DE-TEXT

	Last name
	M
	PICS-DE-LNAME
	GEN-DE-TEXT

	Organization
	O
	
	GEN-DE-TEXT

	Office number
	O
	
	GEN-DE-TEXT

	Mobile number
	O
	
	GEN-DE-TEXT

	Job title
	O
	
	GEN-DE-TEXT

	Picture
	O
	DRU-DE-PICTURE
	GEN-DE-FILE

	Timezone
	O
	DRU-DE-TIMEZONE
	GEN-DE-TEXT

	URL alias
	M
	DRU-DE-URL
	GEN-DE-TEXT


Specification DRU-DE-ID XE "GEN-RU-MANDATORY": Data element: Identification

Identification number (ID) is an integer which is used to uniquely identify or differentiate an entity instance from any other entity of the same kind. 

Specification DRU-RE-ID XE "GEN-RU-MANDATORY": Restriction: Identification

IDs are assigned automatically by the application and cannot be changed by users. 

Specification DRU-DE-URL XE "GEN-RU-MANDATORY": Data element: URL alias

A URL is a unique string of alphanumeric characters that points to a specific web page, in other words a link. Each entity in Drupal has its own individual URL. 

PICS uses URL aliasing instead of plain automatic URLs; e.g. a new node URL could be “node-1” by default, but PICS settings adjust it automatically to “group/1/news/1” – this helps make the content addresses more human-readable and hints at the link destination, as well as helps enforce the context.

Specification DRU-DE-TITLE XE "GEN-DE-EMAIL": Data element: Title

A title is a short piece of text that provides a human-readable identification of an entity. Titles are not formatted and are composed in plain text (see GEN-DE-TEXT). 

Specification PICS-RU-USERID XE "ART-DE-LNG" : Rule: User identification

By default, Drupal requires several unique user parameters, i.e. user ID, username, and email address. In PICS, user ID is set by the application, and username and email address are taken from ECAS, which also ensures maintenance of user’s access credentials and full name (see 3.1 ECAS interface). 

Users cannot choose or alter any of their identifying parameters directly on PICS; however, all ECAS account data may be changed by the user within the ECAS system, and PICS will update the user’s information in their PICS profile on the next successful login.

Within PICS, a user is identified uniquely by the user ID.

On ECAS access verification, a user is identified uniquely by the username. 

If a user changes their ECAS username (e.g. by receiving a new ECAS account), the existing PICS account may be linked to the new ECAS account only by changing the username provided on the PICS account (this can be done by a site administrator). Since the ECAS username serves as the identifying link between ECAS and PICS account, connecting with a new ECAS username will otherwise create a new PICS account.

Specification PICS-RE-ACCESS: Restriction: Access verification

Since PICS access is granted via ECAS authentication, PICS does not maintain any user passwords; respectively the access credential verification as well as maintenance and updating are carried out in the ECAS system.

In addition, PICS includes its own internal access verification step based on the user’s email value (as described in PICS-RU-EMAIL) – if the internal email verification fails, access is refused and login is considered to have failed. This verification takes into consideration the domain of the email registered in the user’s ECAS account at the time of the login.

Specification PICS-DE-USERNAME XE "ART-DE-LNG" : Data element: Username

Username of the user retrieved from ECAS. Usernames are defined according to ECAS standards and should not be confused with the first/last name.

Specification PICS-RE-NAME XE "ART-DE-LNG" : Restriction: Username

A user will not be able to modify the value of the field “Username” associated to his/her account on PICS. The username is automatically filled in from the ECAS account data on user registration (i.e. first successful access to PICS).

Specification PICS-RU-NAME XE "ART-DE-LNG" : Rule: Username

PICS maintains two identical username values – a generic Drupal username and [E]CAS username. Both are retrieved automatically from ECAS, but the former is used by Drupal’s internal functions, while the latter is responsible only for linking to the respective ECAS account.

Specification PICS-DE-EMAIL XE "GEN-DE-EMAIL": Data element: Email address

This is the email address of a PICS user. The email address is used to determine the following user parameters:

· Country

· National administration

· External/internal status

Specification PICS-RE-EMAIL: Restriction: Email

A user will not be able to modify the value of the field “Email” associated with his/her account on PICS. The email address is retrieved and updated from the user’s ECAS account on every successful login.

Specification PICS-RU-EMAIL: Rule: Email

PICS does not provide any verification of the email address validity as such. However, the email provided by the logging-in user’s ECAS account is checked against two requirements set by PICS, on every login attempt:

· The email address of a user must be unique within PICS. PICS access will be refused to any user attempting to log in with an ECAS account that has registered an email address identical to that of an existing PICS account which belongs to a different ECAS user.

· The email address must belong to one of the domains registered for PICS participant countries or be explicitly listed as one of the individual allowed email addresses.

Failing either of these requirements will refuse PICS access to the user. Successfully passing the requirements will grant access and then update the email address in the user’s PICS account.

Specification DRU-DE-USERSTATUS: Data element: User status

PICS user status indicates the activity of a user account. The status can be “active” or “blocked”. 

Specification PICS-RU-USERBLOCK: Rule: Blocked user status

PICS user accounts may be blocked directly by a privileged PICS user or automatically due to expiration of a predefined inactivity period. Inactivity is determined based on the user’s last login date to PICS. 

The “blocked” status inactivates the account, i.e. the user will not able to access the PICS platform until the account is unblocked.

Specification PICS-DE-DPRIVACY: Data element: Data privacy level

PICS users can choose the privacy level of their profile data. There are three levels (0, 1, 2), which will have the following effect on the display of the user’s personal data on PICS: 1) show data to all PICS users, 2) show data to PICS users from the EU/EFTA countries, 3) show data only to PICS users from the EU countries.

Specification PICS-RE-DPRIVACY: Restriction: Data privacy level

Only internal PICS users can choose the privacy level of their profile data. External users and users from non-EU/EFTA countries will have their privacy level set to “show data to all PICS users” by default, and it cannot be changed.

Specification PICS-DE-DACCESS: Data element: Privacy access level

The privacy access level refers to a PICS user’s ability to access other users’ profile data and is determined based on the logged-in user’s country and the viewed user’s privacy level choice. Same as in PICS-DE-DPRIVACY, there are three values (0, 1, 2) based on the user’s country value. If the logged-in user’s access level is lower than the viewed user’s privacy level, the private data is anonymized for the viewer, e.g. instead of “John Smith” they would see “User from Belgium”.

Specification PICS-RE-DACCESS: Restriction: Privacy access level

Privacy access level is set automatically by the application, and users will not be able to modify this value.

Specification PICS-RU-DACCESS: Rule: Privacy access level

Since the privacy access level depends on the user’s email domain, which may be changed on login, the privacy access level is evaluated on each successful login and automatically changed if necessary.

Specification PICS-DE-PREFIX: Data element: Prefix

Prefix of the user in the following format: “Mr.”/ “Mrs.”/ “Ms.”/ “Miss”.

Specification PICS-DE-FNAME XE "ART-DE-LNG" : Data element: First name

First name of the user retrieved from ECAS (a string of Unicode text).

Specification PICS-RE-FNAME: Restriction: First name

A user will not be able to modify the value of the field “First name” associated to his/her account by PICS. The value is set automatically on login, based on the information provided by the user’s ECAS account.

Specification PICS-DE-LNAME XE "ART-DE-LNG" : Data element: Last name

Last name of the user retrieved from ECAS (a string of Unicode text).

Specification PICS-RE-LNAME: Restriction: Last name

A user will not be able to modify the value of the field “Last name” associated to his/her account by PICS. The value is set automatically on login, based on the information provided by the user’s ECAS account.

Specification PICS-RU-COUNTRY XE "ART-DE-LNG" : Rule: Country

A user’s country is determined from the email address supplied by the ECAS account. The list of options includes the participating countries in European Commission programme activities (as listed in the country vocabulary PICS-DE-COUNTRY), as well as the European Commission itself and a “None” option for external users.

Specification PICS-RE-COUNTRY: Restriction: Country

A user will not be able to modify the value of the field “Country” associated to his/her account by PICS. The value is set automatically on every successful login based on the information provided by the user’s ECAS account.

Specification PICS-RU-LANGUAGE: Rule: Language

The default language in PICS will be English.

Specification DRU-DE-PICTURE XE "ART-DE-LNG" : Data element: Picture

A picture is an image file uploaded by a site user for display on the site. An example of a picture in Drupal is the user profile picture, displayed along the user’s name on profile pages as well as user listings. While stored and referenced in the Drupal database in the same way as any other file, pictures are not manageable or reusable by other modules, nor accessible in group document storage, as it is with documents and content file attachments. 

Specification DRU-RU-PICTURE XE "ART-DE-LNG" : Rule: Picture

The uploaded picture file is formatted depending on the requirements of the specific usage. E.g. a user picture is scaled and cropped to fit the thumbnail display requirements. Picture format and size must comply with the general site requirements for files.

Specification PICS-RE-AOE: Restriction: Areas of Expertise

Two areas of expertise must be chosen. They may be selected from either of the two lists (PICS-DE-AOE and PICS-DE-OAOE), e.g. it is a valid option to only enter two terms in the field “Other areas of expertise”, or to enter one in PICS-DE-AOE and one in PICS-DE-OAOE.

Specification DRU-DE-TIMEZONE XE "ART-DE-LNG" : Data element: Timezone

Timezone determines the user’s preferred time of content creation by the user on the site.

Specification DRU-RU-TIMEZONE: Rule: Timezone

Timezone must be chosen on user’s profile. Default timezone for new users who have not changed it themselves is CET (Europe/Brussels).

2.4.2. Role

Specification PICS-DE-ROLE XE "ART-DE-LNG" : Data element: Role

Drupal roles are not entities, but behave similarly. Essentially, roles are plain titles that can be associated with certain permission strings and assigned to users to grant them the respective behaviour rights.

There are two default roles – “anonymous” and “authenticated”. The former refers to any user who has not authenticated (logged in), and the latter to any user who has successfully logged in.
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	ROLE – RELATIONS

	User
	0…*
	as defined in DRU-DE-USER
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Specification PICS-DE-PERMISSION XE "ART-DE-LNG" : Data element: Permission

Permissions are unique string values defined on code-level that are assigned to certain roles and then consulted to [dis]allow certain actions to users having those roles.

Specification PISC-RU-PERMISSION XE "ART-DE-LNG" : Rule: Permission

PICS users are required to authenticate in order to access the site content, hence all PICS users have at least the “authenticated user” role by default. Since Drupal permissions use an optimistic approach, i.e. users are allowed to perform an action if at least one of their roles grants them the permission, the authenticated user role will have only the most basic permissions. 
2.4.3. Message

Specification PICS-DE-MESSAGE XE "ART-DE-LNG" : Data element: Message
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Specification PICS-RU-THREADID XE "ART-DE-LNG" : Rule: Thread ID

Messages are bound into conversations by a thread ID. Reply to a message will create a new message with the same thread ID as the initiation message and respectively display all messages in the thread as a single conversation.

A message can be addressed to a group or role, and in such case all users belonging to the group or having the role will receive it.

2.4.4. Node

Specification DRU-DE-NODE: Data element: Node

The node entity represents content that can be created by the site users. The bundles of this entity type are the actual content types, e.g. news or events.
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	Event
	bundle, as defined in PICS-DE-EVENT

	Folder
	bundle, as defined in PICS-DE-FOLDER
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	Gallery
	bundle, as defined in PICS-DE-GALLERY

	Group
	bundle, as defined in PICS-DE-GROUP

	Image
	bundle, as defined in PICS-DE-IMAGE

	News
	bundle, as defined in PICS-DE-NEWS

	Poll
	bundle, as defined in PICS-DE-POLL

	Task
	bundle, as defined in PICS-DE-TASK

	Wiki
	bundle, as defined in PICS-DE-WIKI


Specification DRU-RU-AUTHOR: Rule: Author
Since all site content is created by users, each node must have an author – this relationship is added by default, but can also be changed by privileged users.
2.4.4.1. Event
Specification PICS-DE-EVENT XE "ART-DE-LNG" : Data element: Event
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Specification PICS-RU-EVENTDATE XE "ART-DE-LNG" : Data element: Event date

Event dates will be indicated with one of two precision options: to a day (all-day events), or to a quarter of an hour.

Specification PICS-RE-ENDDATE XE "ART-DE-LNG" : Restriction: End date

The End date must be greater than the Start date.

Specification PICS-RE-EVENTTYPE: Restriction: Event type

Only privileged roles (PICS administrators) will be able to edit this field. For common PICS users, all events will be created with the default “Normal” event type.

A visual distinction based on a colour code will be integrated to allow differentiating these two types of events in the calendar display.

Specification PICS-RU-EVENTMSHIP: Rule: Event membership

In contrast to most PICS content, an event does not have to be created in a group. If created with a groups audience, the event will show up on the group calendar; if not, it will only be available on the personal calendar of the event’s author.

2.4.4.2. Folder
A folder has a dual role in PICS – it is both a common node with the regular properties of a node, and a DMS category. Since PICS only maintains the folder node objects implicitly, but hands the main management over to the DMS, the following chapter defines folder as understood by the DMS.

Specification PICS-DE-FOLDER XE "ART-DE-LNG" : Data element: Folder
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Specification PICS-RU-FOLDER XE "ART-DE-LNG" : Rule: Folder

A folder must always have a parent folder. The first folder (common for all application) is the “top root folder”, which contains all other subfolders. Each new group automatically receives its own root folder – its parent is indicated as “0”, or the top root, and it has a direct group association. All subfolders in a group are only directly associated to their parent folder. 

Specification PICS-DE-FOLDERACCESS XE "ART-DE-LNG" : Data element: Folder access record

The document management system of PICS (filedepot) maintains its own permission system in addition to the PICS group access. This means that each individual folder has a number of access records created for it by the application. When a user tries to access a folder, the access records are brought up and the user is checked for compliance with any of the access record requirements.

2.4.4.3. Forum
Specification PICS-DE-FORUM XE "ART-DE-LNG" : Data element: Forum
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Specification PICS-RU-FORUMCATEGORY XE "ART-DE-LNG" : Rule: Forum category

In order to be categorised on a group forum overview, a forum thread must be created with a forum category selected. The available categories are determined by the association of existing forum categories with the particular group (see PICS-RU-FORUMMSHIP).

2.4.4.4. Gallery
Specification PICS-DE-GALLERY XE "ART-DE-LNG" : Data element: Gallery
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	1…*
	as defined in DRU-DE-USER
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Specification PICS-RU-COVERIMAGE XE "ART-DE-LNG" : Rule: Cover image

Gallery uses an image (as defined in PICS-DE-IMAGE) as cover image; it will be used only on the gallery folder icon in the group gallery overview. 

Specification PICS-RE-IMAGEGALLERY XE "ART-DE-LNG" : Restriction: Image gallery

Common users will not be allowed to change the gallery associated with an image – the image will automatically be published to the gallery in which it is being created.

2.4.4.5. Image
The image entity serves as an enhanced wrapper for an image that must be able to have properties or fields of its own. It should not be confused with the image field (see DRU-DE-PICTURE) – the field is dependent on a master entity and cannot exist without it, while the image entity can and is also allowed have comments and other entities associated with it.

Specification PICS-DE-IMAGE XE "ART-DE-LNG" : Data element: Image
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2.4.4.6. News
Specification PICS-DE-NEWS XE "ART-DE-LNG" : Data element: News
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Specification PICS-RU-FILEATTACH XE "ART-DE-LNG" : Rule: File attachment

File attachments can be uploaded when creating or editing a content item and will then be bound to that content. File attachments will be uploaded to the document repository of the group and be accessible in the group’s root folder. The file link will be displayed on the content item page.

Specification PICS-RE-FILEATTACH XE "ART-DE-LNG" : Restriction: File attachment

When created as attachments, files have their parameters set up automatically by the application. Users will not be able to set the usual file parameters as described in PICS-DE-FILE (e.g. title, description) from the attachment adding interface.

2.4.4.7. Poll
Specification PICS-DE-POLL XE "ART-DE-LNG" : Data element: Poll
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Specification PICS-DE-CHOICE XE "ART-DE-LNG" : Data element: Choice

Choices are options of answers defined by the author, and are composed of any number of alphanumerical characters.

Specification PICS-RE-CHOICE XE "ART-DE-LNG" : Restriction: Choice

At least two answer choices must be provided in order to create a poll.

Specification PICS-RU-POLLDURATION XE "ART-DE-LNG" : Rule: Poll duration

Poll duration is measured in the time passed since its creation. The available options include intervals such as “1 day”, “2 weeks” etc. Once the chosen interval time has run out, the poll will be marked with poll status “closed”.

Specification PICS-RU-POLLSTATUS XE "ART-DE-LNG" : Rule: Poll status

The poll status can be “active” or “closed”. When set to “closed”, it will no longer be possible to submit votes to the poll. 

2.4.4.8. Task
Specification PICS-DE-TASK XE "ART-DE-LNG" : Data element: Task
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Specification PICS-RU-TASKASSIGN: Rule: Task assignment

Tasks may be assigned to other users, and this will put the task on the assignee’s personal calendar display. More than one assignee can be indicated.

Specification PICS-RU-TASKMSHIP: Rule: Task membership

In contrast to most PICS content, a task does not have to be created in a group. If created with a groups audience, the task will show up on the group calendar; if not, it will only be available on the personal calendar of the event’s author and assignee(s). 

2.4.4.9. Wiki
Specification PICS-DE-WIKI XE "ART-DE-LNG" : Data element: Wiki
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Specification PICS-RU-WIKI XE "ART-DE-LNG" : Rule: Wiki books

Wiki content can be edited by any member of the group, regardless of their group role. 

Wiki content is hierarchically structured, i.e. each page (parent) can have multiple other pages (children) associated with it, and the wiki hierarchy can be rearranged by ordering the pages of a created wiki book.

Specification PICS-RU-WIKICTP XE "ART-DE-LNG" : Rule: Wiki Country Training Profiles

Country Training Profiles are created as wiki books, and special access rights refer to them. This type of wiki books is only available in the Country Training Profile Group, and only in this group can wiki books be associated with a country element. 

Specification PICS-RU-NODEREV XE "ART-DE-LNG" : Rule: Node revision

Nodes in Drupal can be preserved in more than one version at a time, and such versions of the same node are called revisions. Only wiki content uses this ability actively in PICS. 

When changing a piece of wiki content, the old version can be preserved. The stored revisions can be later compared against one another.

2.4.4.10. Group

Specification PICS-DE-GROUP XE "ART-DE-LNG" : Data element: Group

Groups serve as containers of content with modifiable access. All PICS content (with few exceptions) is created in groups and consequently only accessible to the users who are members of the respective group. 
In their essence, groups and users/nodes are independent of each other, so it is the group membership data object (PICS-DE-MEMBERSHIP) that controls their relationship (i.e. group access as such). The specific permissions of a group member within the group context are controlled by their group roles (PICS-DE-GROLE).
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Specification PICS-DE-NODESTATUS XE "ART-DE-LNG" : Data element: Publishing status

The node status determines whether or not it is published, i.e. made available to other users. An unpublished node becomes a “draft” and is generally only available to its author (except for administrators who have the permission to access any content on the site).
Specification PICS-RU-PRIVATE XE "ART-DE-LNG" : Rule: Privacy status
The privacy status determines a group’s visibility. A “private” status implies that this group will not be visible to any users except the members of this group.

Specification PICS-RU-MODERATED: Rule: Moderated status

The “moderated” status of a group determines how the group’s memberships are managed. A group can be open or moderated:

· Open: Any user can join;

· Moderated: Non-members can request access, and the request is passed on to the group manager for approval.

This parameter will only be meaningful if the group’s privacy status is “public”; private groups are not available to non-members, and consequently membership cannot be requested, but only assigned directly by the manager.
Specification PICS-RU-DELEGATED: Rule: Delegated status

The “delegated” status determines who is responsible for managing a group’s memberships. If the group is not delegated, all membership requests are passed on to the group manager; if it is delegated, national group user managers (specifically assigned) can be involved to handle group memberships of users coming from their country.
2.4.5. Group membership

Specification PICS-DE-MEMBERSHIP XE "ART-DE-LNG" : Data element: Group membership

A group membership (not to be confused with PICS membership) represents the relationship of a group with an entity, e.g. user or node. 
The membership object controls the status and maintenance data of this relationship, e.g. which user has membership in which group, what the status of the membership is, and when it was created. 
For the purpose of simplification, the group membership object is not explicitly included in the node/user and group relations in this data model. However, it should be noted that wherever there is a relation between a group and any other entity, it is represented by a respective group membership object.
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Specification PICS-RU-GROUPMSHIP: Rule: Group membership
The group membership is possibly the most complicated data relationship of PICS. A user is not required to be member of any groups, but joining a group implies an automatic creation of a group membership instance and a group role assignment for the user. A group on the other hand cannot exist without an author, which is also immediately made the group’s first member, i.e. the group author receives a group membership and a group role on creation. 
The group membership object is supplemented by a “groups audience” field, which performs very similar functions, but is maintained functionally as part of the user/node object (i.e. enables easier access to this data).
Specification PICS-DE-GMSHIPSTATUS XE "ART-DE-LNG" : Data element: Group membership status
The group membership status determines the relationship between a group and its member entity. There are three possible status values: an “active” membership is in full effect, while a “pending” or “blocked” membership grants effectively no permission to the entity (the only difference between the latter two is the conceptual status, “pending” relating to undecided and “blocked” to rejected). 
Specification PICS-RU-GMSHIPSTATUS XE "ART-DE-LNG" : Rule: Group membership status

Joining a public group directly will provide an active membership status, while membership requests will give a pending membership, which must be approved to make it active. 
Users with a blocked (or pending) membership will be unable to re-apply for membership in the group – it will only be possible once the membership has been removed completely.
2.4.6. Group role

Specification PICS-DE-GROLE XE "ART-DE-LNG" : Data element: Group role

A group role is a title that can be given certain permissions within the group and assigned to the group’s members to grant them the respective action rights.

In PICS, group roles are individual for each group. This means that, while a general default set of roles and permissions is applied to each group when it is created, a group’s roles and permissions can be adjusted individually. As a result, each group role on PICS has its unique ID.
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	GROUP ROLE – RELATIONS
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	0…*
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	GROUP ROLE
	DEFINITON
	COMPOSITION

	Role ID
	M
	DRU-DE-ID


	GEN-DE-INT

	Role name
	M
	
	GEN-DE-TEXT

	Permission 
	O
	PICS-DE-PERMISSION
	GEN-DE-TEXT


Specification PICS-RU-GPERMISSION XE "ART-DE-LNG" : Rule: Group permission
Group roles are entirely separate from site roles (PICS-DE-ROLE) and provide no permission on site level. Where site and group roles assign conflicting permissions, the group role will take precedence over the site role in the group’s context.

2.4.7. File

File is a basic Drupal property (and not a node as defined in DRU-DE-NODE), and the records of uploaded files are normally fully maintained by the Drupal file module. However, the document management system used on PICS enforces a second layer of file context. As a result, all file uploads in PICS are first handled as basic Drupal files (see GEN-DE-FILE) and have a general usage/maintenance record in the Drupal database tables. If the uploaded file belongs in the DMS (e.g. files uploaded in folders or attached to news) more information is added to it in the DMS database tables. The following section discusses file as a DMS object.

Individual files have neither own access requirements, nor group memberships; they rely solely on the access restrictions imposed by the folder in which they are located (see PICS-DE-FOLDERACCESS).

Specification PICS-DE-FILE XE "ART-DE-LNG" : Data element: File
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	FILE – RELATIONS

	User
	1…*
	as defined in DRU-DE-USER



	News
	0…1
	as defined in PICS-DE-NEWS

	Folder
	0…1
	as defined in PICS-DE-FOLDER

	Forum
	0…1
	as defined in PICS-DE-FORUM


	FILE
	DEFINITON
	COMPOSITION

	File ID
	M
	DRU-DE-ID


	GEN-DE-INT

	Version ID
	M
	DRU-DE-ID


	GEN-DE-INT

	Title
	M
	
	GEN-DE-TEXT

	Description
	O
	
	GEN-DE-TEXT

	Size
	M
	
	GEN-DE-INT

	Extension
	M
	
	GEN-DE-TEXT

	Creation date
	M
	
	GEN-DE-TIME

	Tag
	O
	PICS-DE-FTAGS
	GEN-DE-TEXT


Specification PICS-RE-FSIZE XE "ART-DE-LNG" : Restriction: File size

File size is determined and entered by the application. File may not exceed the site-wide file upload size restrictions. 

Specification PICS-RE-FEXTENSION XE "ART-DE-LNG" : Restriction: File extension

File extension is determined and entered by the application. Extension of the file uploaded, (as indicated by the part of the file name that indicates the file’s format, e.g. for the filename “example.ppt” the extension is “ppt”), must be one of those allowed on PICS – it will not be possible to upload other file types.

Specification PICS-RU-FSIZE XE "ART-DE-LNG" : Rule: File title

User is not required to enter a file title, but the application requires it to be set. If no title is entered explicitly, it will be automatically set to the original title of the uploaded file. 

Specification PICS-DE-FTAGS XE "ART-DE-LNG" : Data element: File tags

Files may be tagged with keywords, but the used terms are only applicable within the DMS and should not be confused with the general PICS keywords vocabulary (as defined in PICS-DE-KEYWORDS). The DMS provides its own search field for its tags as well. 

2.4.8. Comment

Comments are simple entities that can be bound to any Drupal content item. In PICS, only news, forums, and image galleries have comments enabled.

Specification PICS-DE-COMMENT XE "ART-DE-LNG" : Data element: Comment
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	COMMENT – RELATIONS

	User
	1…*
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	Node
	1
	as defined in DRU-DE-NODE



	Comment
	0…*
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	COMMENT
	DEFINITON
	COMPOSITION

	Comment ID
	M
	DRU-DE-ID


	GEN-DE-INT

	Body
	M
	
	GEN-DE-LONGTEXT

	Creation date
	M
	
	GEN-DE-TIME

	Editing date
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	PICS-DE-NODESTATUS
	GEN-DE-BOOLEAN


Specification PICS-RU-COMMENTTHREAD XE "ART-DE-LNG" : Rule: Comment thread

Comments can be linked to other comments, creating a comment thread. Removing a comment within a thread will remove all comments created as its thread follow-up.

2.4.9. Taxonomy
Taxonomy is the concept of creating collections, or vocabularies, of specific elements, or terms. The advantage offered by taxonomy vocabularies is that the included terms can be re-used across the site.

Specification PICS-DE-TAXVOCAB XE "ART-DE-LNG" : Data element: Taxonomy vocabulary 
Most vocabularies are simple lists; each included term has its own ID and title. If necessary, a vocabulary can specify other fields or properties for its terms as well (e.g. the country vocabulary is configured to add domains to each country term).

The vocabularies used in Drupal can be predefined or free-tagging, i.e. they may provide only a hard-set list of options to choose from, or respectively allow users to add new terms.

	TAXONOMY VOCABULARY – GENERALISATION

	Administration
	bundle, as defined in PICS-DE-DOMADMIN

	Areas of Expertise (categories)
	bundle, as defined in PICS-DE-AOE

	Other Areas of Expertise
	bundle, as defined in PICS-DE-OAOE

	Countries
	bundle, as defined in PICS-DE-COUNTRY

	Event type
	bundle, as defined in PICS-DE-EVENTTYPE

	Forums
	bundle, as defined in PICS-DE-FORCAT

	Keywords
	bundle, as defined in PICS-DE-KEYWORDS

	Languages
	bundle, as defined in PICS-DE-LANGUAGE

	Task Status
	bundle, as defined in PICS-DE-TASKSTATUS


	TAXONOMY VOCABULARY – RELATIONS

	Taxonomy term
	0…*
	as defined in PICS-DE-TAXTERM


	TAXONOMY VOCABULARY
	DEFINITON
	COMPOSITION

	Vocabulary ID
	M
	DRU-DE-ID


	GEN-DE-INT

	Name
	M
	
	GEN-DE-TEXT

	Description
	O
	
	GEN-DE-LONGTEXT


Specification PICS-DE-TAXTERM XE "ART-DE-LNG" : Data element: Taxonomy term

A taxonomy term is a component of the vocabulary list. 

	TAXONOMY TERM – RELATIONS

	Taxonomy vocabulary
	0…*
	as defined in PICS-DE-TAXVOCAB

	User
	0…*
	as defined in DRU-DE-USER

	Node 
	0…*
	as defined in DRU-DE-NODE


	TAXONOMY TERM
	DEFINITON
	COMPOSITION

	Term ID
	M
	DRU-DE-ID


	GEN-DE-INT

	Name
	M
	
	GEN-DE-TEXT

	Description
	O
	
	GEN-DE-LONGTEXT


2.4.9.1. Areas of expertise

Specification PICS-DE-AOE XE "ART-DE-LNG" : Data element: Areas of expertise
The “Areas of expertise” vocabulary on PICS represents the list of officially confirmed customs and taxation areas of expertise for the European Commission programme activities and is used to categorise site content and indicate users’ specialisation or field of work. 

This vocabulary is used on user profiles as “Areas of expertise”, but on site content pages it is referred to as “Categories”.
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2.4.9.2. Other areas of expertise

Specification PICS-DE-OAOE XE "ART-DE-LNG" : Data element: Other areas of expertise

The “Other areas of expertise” vocabulary on PICS supplements the predefined terms included in “Areas of expertise”. Users who do not find a corresponding area in the predefined list may add new terms freely to this list, since it is a free-tagging vocabulary.
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2.4.9.3. Keywords

Specification PICS-DE-KEYWORDS XE "ART-DE-LNG" : Data element: Keywords

“Keywords” is a free-tagging vocabulary on PICS and is used to categorise site content by tagging it with terms from this list. 
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	GEN-DE-INT

	Name
	M
	
	GEN-DE-TEXT
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	GEN-DE-LONGTEXT


2.4.9.4. Forums
Specification PICS-DE-FORCAT XE "ART-DE-LNG" : Data element: Forum categories
“Forums" is a vocabulary that provides forum categories for grouping of forum threads under different topics such as “General discussion” or “Questions”. 
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	FORUM CATEGORY
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	COMPOSITION

	Term ID
	M
	DRU-DE-ID


	GEN-DE-INT

	Name
	M
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Specification PICS-RU-FORUMMSHIP: Rule: Forum membership

Specific forum categories are only available within groups to which they have been assigned. The category assignment is in its essence a group membership, so group leaders will have the permission to browse the list of forum categories and assign their group to them.
2.4.9.5. Language

Specification PICS-DE-LANGUAGE XE "ART-DE-LNG" : Data element: Language

The “Language” vocabulary on PICS represents the list of the official languages from the participating countries in European Commission programme activities and is used to indicate the languages in which a user prefers to be contacted. The list of languages may be supplemented by users, since it is a free-tagging vocabulary.
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2.4.9.6. Event type

Specification PICS-DE-EVENTTYPE XE "ART-DE-LNG" : Data element: Event type

The “Event type” vocabulary on PICS represents the list of event types and is used to categorise events. The event type of an event can have two values: “Programme” or “Normal”. However, the event type parameter has no functional purpose on the site, it is only informative.
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2.4.9.7. Task status

Specification PICS-DE-TASKSTATUS XE "ART-DE-LNG" : Data element: Task status

The “Task status” vocabulary on PICS represents the list of possible task statuses and is used to indicate the completion stage or progress of tasks. 
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2.4.9.8. Administration

Specification PICS-DE-DOMADMIN XE "ART-DE-LNG" : Data element: Domain administration

The “Domain administration” vocabulary on PICS represents the list of administrations of the participating countries from EU and EFTA and is used to categorise managed domains. 
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2.4.9.9. Country

Specification PICS-DE-COUNTRY XE "ART-DE-LNG" : Data element: Country

The “Country” vocabulary on PICS represents the list of participating countries from EU and EFTA. 
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2.4.10. Field collection

A field collection is a generalisation. Its bundles are helper entities which ensures that a set of entity parameters or fields remains individually recognisable, while being bound to a single master entity. For instance, an image gallery field collection ensures that each image file context (title, comments etc.) is maintained as a separate record with its own ID, while all the images are still part of the same gallery.

A field collection is always dependent on a master entity – it cannot exist independently and is removed if the master entity is deleted.

Specification PICS-DE-FIELDCOLL XE "ART-DE-LNG" : Data element: Field collection

	FIELD COLLECTION – GENERALISATION

	Image field collection
	
	as defined in 

	Managed domains
	
	as defined in 


2.4.10.1. Image field collection

Specification PICS-DE-IMGCOLL XE "ART-DE-LNG" : Data element: Image field collection

The image field collection helps populate and maintain image galleries.
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Specification PICS-RE-IMAGEGALLERY XE "ART-DE-LNG" : Restriction: Image gallery

Common users will not be allowed to change the gallery associated with an image – the image will automatically be published to the gallery in which it is being created.

2.4.10.2. Managed domains

Specification PICS-DE-MANAGEDDOMAIN XE "ART-DE-LNG" : Data element: Managed domain

The “Managed domain” field collection maintains the national allowed domain hierarchies; each managed domain contains a manager domain and a list of its subject domains (those that a National PICS Manager with the given manager domain will be able to manage), as well as the administration to which the domain group belongs. 
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Specification PICS-DE-DOMAINMANAGER XE "ART-DE-LNG" : Data element: Domain manager
“Domain manager” is the domain which gives users the permission to handle other users that have been indicated as the subject “Domains”. 
Specification PICS-DE-DOMAIN XE "ART-DE-LNG" : Data element: Domain

Domains are the strings following the symbol “@” in users email address. E.g. User@ec.europa.eu, domain is “ec.europa.eu”.

Specification PICS-RU-DOMAIN XE "ART-DE-LNG" : Rule: Domain

The domain string may contain a wildcard character, which enables all matching domains. For example, if the domain is “*.example.com”, then users with domains such as “1.example.com” and 2.example.com” will be able to access PICS.

Specification PICS-RU-DOMMAN XE "ART-DE-LNG" : Rule: Domain and domain manager

A domain list and its related domain manager are associated to the same country as defined in PICS-DE-COUNTRY. In order to be valid, the manager domain must also be included in at least one of the country’s records as a managed domain.

3. PICS Interface

3.1. ECAS interface

3.1.1. Login to PICS

ECAS is the European Commission Authentication Service. It is the common authentication service that enables web applications such as the PICS Drupal application to authenticate centrally with a common strong password. The password never transmits unprotected on the network, since it is sent only once on HTTPS. It cannot be used for basic authentication or basic proxy authentication, avoiding the possibility of having it readable from HTTP headers.

The PICS Drupal application utilises a number of PHP libraries in order to be able to connect to the ECAS service.
The workflow of the ECAS authentication is the following:

1. User accesses the PICS application

2. PICS application redirects the user to ECAS

a. ECAS login URL: https://webgate.ec.europa.eu/cas/login  

b. PICS application includes a return URL in this redirect

3. User logs in to ECAS and receives a ticket
4. User gets redirected back to the PICS application

5. PICS application sends the ticket internally via HTTPS to ECAS

a. PICS uses the PHP cURL library to do this

b. ECAS ticket validation URL: https://webgate.ec.europa.eu/cas/proxyValidate
6. ECAS confirms / validates the ticket and returns the username in XML

a. This is stored in the session of the PICS application and the user remains now logged in to PICS for the duration of the session

More information on the ECAS integration and requirements is available in [ECAS-PHP-CL] and [ECAS-TECH].
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3.1.2. User account information

When a user creates a PICS account with his/her ECAS credentials, information from the ECAS account are retrieved and fed into the PICS account.

· Username: see PICS-DE-USERNAME.
· First name: see PICS-DE-FNAME.
· Surname: see PICS-DE-LNAME.
· Email address: see PICS-DE-EMAIL.
4. Applicable non-functional specifications
Detailed application requirements and non-functional specifications of the implemented PICS solution can be found in the Infrastructure Requirements Document [PICS-IRD].
5. Annex

5.1. Annex 1: Roles & permissions
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Role-Permissions 2.0.4

				Personal level (My PICS) permissions

				Roles / 
permission		Access PICS login page		PICS access		Join public group		Request access to public group		Leave a group		See private group (non-member)		See public group (non-member)		Access User Help & support pages		Access Administrator Help & support pages		Configure own notification settings		Authorize access to PICS (block/unblock other users)		Edit own profile		Edit others' profiles		Chat		Create Group		Give privileged PICS roles		Access Administration page		Manage vocabularies		Manage domains and domain managers		Manage individual allowed email addresses		Manage all site content		View all draft (unpublished) content		Send message to other users		Send message to users with a specific role		View statistics		Access to Drupal configuration										Comment

		Basic level		Anonymous/unauthenticated user 		O		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X

				External expert (functional only - not a Drupal role)		O		O		X		X		O		X		Only intro block		O		X		O		X		O		X		X		X		X		X		X		X		X		X		X		O		X		X		X

				PICS user 		O		O		O		O		O		X		Only intro block		O		X		O		X		O		X		O		X		X		X		X		X		X		X		X		O		X		X		X



		PICS level		National group user manager (applicable to internal users only)		O		O		O		O		O		X		Only intro block		O		X		O		X		O		X		O		X		X		X		X		X		X		X		X		O		X		X		X

				General group leader		O		O		Only if internal		Only if internal		O		X		Only intro block		O		O		O		X		O		X		Only if internal		X		X		X		Forums only		X		X		X		X		O		X		X		X

				National PICS manager		O		O		O		O		O		X		Only intro block		O		O		O		O		O		Only users from own country		O		X		X		O		X		Own country only		O		X		X		O		X		X		X

				PICS admin 		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		X

				Site administrator 		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O



				Group level permissions

				Roles / 
permission		Access public group home page		See private group		Authorize access to a Group		Create/edit own content		Comment on group content		Create/edit Forum category		Create/edit folder structure		Edit other group member's content (except wiki)		Edit all wiki content		Delegate group user management		Publish content to PICS public group		Close Group		Manage group memberships		Send message to group audience		Edit group information																																Comment

				Non-member 		O		X		X		X		X		X		X		X		X		X		X		X		X		X		X

		Group level		Group member 		O		O		X		O		O		X		X		X		O		X		X		X		X		X		X

				Group user manager		O		O		O		O		O		X		X		X		O		X		X		X		O
If delegated, own administration only 		X		X

				Group leader		O		O		O		O		O		O		O		O		O		X		O		O		O		O		O

				Group content manager		O		O		X		O		O		O		O		O		O		X		O		X		X		X		X



		PICS level		PICS admin 		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O

				Site administrator 		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O





Role-Permissions 2.0.0

				Personal level (My PICS) permissions

				Roles / 
permission		Access PICS login page		PICS access		Join public group - open		Request access to Public group - moderated		Leave a group		See private group		See group for non-member		Access Help & support pages		Configure notification settings		Authorize access to PICS		Edit profile		Chat		Create Group		Give National PICS manager		Give PICS admin role		Access to Admin page		Access to vocabulary management		Manage domain and domain managers		Send message to group audience		Send message to country audience										Access to Drupal configuration		Comment

		Basic level		Anonymous user 		O		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X										X

				Non Validated user 		O		Only to special page		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X										X

				External expert		O		O		X		X		O		X		X		O		O		X		O		O		X		X		X		X		X		X		X		X										X

				PICS user 		O		O		O		O		O		X		Only intro block		O		O		X		O		O		X		X		X		X		X		X		X		X										X



		PICS level		National PICS manager		O		O		O		O		O		X		Only intro block		O		O		O		O		O		X		O		X		O		X		O		X		O										X

				PICS admin 		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O										X

				Site administrator 		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O										O



				Group level permissions

				Roles / 
permission		See private group		Authorize access to a Group		Create/edit own content		Comment on group content		Create/edit Forum category		Create/edit folder structure		Edit other group member's content (except wiki)		Share content with all PICS users		Close Group		Access group members management page		Send message to group audience		Edit group information																												Comment

		Group level		Group member 		O		X		O		O		X		X		X		X		X		X		O		X

				Group user manager		O		O		O		O		X		X		X		X		X		O		O		X

				Group leader		O		O		O		O		O		O		O		O		O		O		O		O

				Group publisher 		O		X		O		O		O		O		O		O		X		X		O		X



		PICS level		PICS admin 		O		O		O		O		O		O		O		O		O		O		O		O

				Site administrator 		O		O		O		O		O		O		O		O		O		O		O		O





Role-Permission 1.0.4

				Roles / 
permission		PICS access		Community access		Group access		Authorize access to PICS		Authorize access to a community		Authorize access to a Group		Create/edit own content		Create/edit other's content		Stamp official		Publish content to higher levels		Create community		Create Group		Close community		Close Group		Give official stamper role		Give Group publisher role		Give community user manager role		Give Group user manager role		Give Community content manager role		Give National PICS manager		Give PICS admin role		Access to Admin page		Access to Drupal configuration		Comment

		Basic level		Anonymous user 

cibulro: cibulro:
Delete
		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X

				Non Validated user 		Only to special page		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X

				External expert

cibulro: cibulro:
alias authenticated user		O		Only to default communities		Based on the project is working on		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X

				PICS user 		O		X		X

cibulro: cibulro:
New users should have imediately access to the open groups (eg help and support), not PICS group - the national users will have to be approved by the national PICS managers relevant for their countries		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X



		Group level		Group member 		O		O		O		X		X		X		O		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X

				Group user manager		O		O		O		X		X		O		O		X		X		X		X		X		X		X		X		O		X		O		X		X		X		X		X

				Group leader		O		O		O		X		X		O		O		O		X		O		X		X		X		X		X		O		X		O		X		X		X		X		X		This role is granted to the creator of the Grou

				Group publisher 		O		O		O		X		X		X		O		O		X		O		X		X		X		X		X		O		X		X		X		X		X		X		X



		Community level

cibulro: cibulro:
Delete		Community member		O		O		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X		X

				Community leader 		O		O		O		X		O		X		O		O		X		O		X		O		X		O		X		X		O		X		O		X		X		X		X

				Community content manager		O		O		O		X		X		X		O		O		O		O		X		O		X		O		X		X		X		X		O		X		X		X		X

				Community user manager 		O		O		X		X		O		X		O		X		X		X		X		X		X		X		X		X		O		X		O		X		X		X		X		They should only be able to manage users with the same domain address as theirs.



		PICS level		Official stamper 		O		O		O		X		X		X		O		X		O		X		X		X		X		X		X		X		X		X		X		X		X		X		X

				National PICS manager		O		O		O		O		X		X		O		X		X		X		X		X		X		X		O		X		X		X		X		X		X		For domain manage-ment and newsletter		X		They should only be able to manage users with the same domain address as theirs.

				PICS admin 		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		X

				Site administrator 		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O		O














